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Appendix H
Acceptable Documents for Proof of U.S. Citizenship

H-1. The following documents are acceptable for proof of U.S.
citizenship in accordance with AR 380-67, appendix B-4d and
paragraph 3-10a, this pamphlet:

a. Birth Certificate

- Delayed birth certificate
- Notice from the registrar that no birth record exists
plus secondary evidence. Secondary evidence may include
the below listed documents and should have been created
as close to the time of birth as possible:
- Baptismal certificate
- Certificate of circumcision
- Hospital birth record
- Affidavits of person having personal knowledge
of the birth
- Census record
- School records
- Family bible records
- Newspaper files
- Insurance papers

b. Certificate of naturalization

c. Certificate of citizenship issued by INS

d. Report of birth abroad

e. Passport

f. DD Form 1966/5, item 41lc, August 1985 edition
DD Form 1966/2, item 29c, Jan 89 edition

h. CCF computer-generated DA Form 873
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Certlﬁcauon of Birth issued by the Department of State
FS-545

Issued by U.S. embassies and consulates overseas to
United States citizens bom abroad.
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Certificate of Naturalization N-550 or N-570

sued b i ited States citizens.
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" United States Passport
Issued by the Department of State to United States citizens and nationals.
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certified copy of birth certificate.
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PLEASE DETACH ALONG THIS LINE

PLEASE PRINT OR TYPE

TO: (See reverse) FROM: (Current name and address)
(\ @

I request a certified copy of my birth certificate to
to establish birth in the United States.

/(Szgnatu)g)\ —
1. THE NAME UNDER WHICH I WAS BORN IS \\J\\\ \\\/ \/
2. PLACE OF BIRTH (City, town, conty, and state) \\ 3. NAME OF HOSPITAL

o TN

4. DATE OFQIH \ \\ E\x \) 5. SEX 6. RACE

7. NAME OF FA}@R ?) U 8. NAME OF MOTHER (Include maiden name)
-\)

9. ENCLOSED IS (Do not send cash)
Certified Check for $ Money order for $

10. REMARKS 11. RETURN THIS FORM WITH BIRTH CERTIFICATE TO:
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Appendix I
Standard Subject Interview Worksheet

STANDARD SUBJECT INTERVIEW WORKSHEET

NAME : SSN: DATE:

1. Introduction.
a. Identify yourself and your position to the subject.

b. State the purpose of the interview - Required by AR 380-67, Personnel
Security Regulation, to confirm the accuracy of the information on the
Standard Form 86 1in order to assist DIS and CCF in conducting the
investigation and determining subject's suitability for access to TS/SCI
information. The sole function of the interview is to obtain information.
Determining the relevance of this information or the significance of
determining eligibility is done by other officials.

c. While it i1is necessary to obtain signed Privacy &Act Advisement
statement, explain the four main points of the Privacy Act of 1974: (1)
Authority, (2) Principal purposes, (3) Routine uses, and (4) Voluntary nature
of disclosure versus effects of not providing requested information.

d. The basis for the interview is the Standard Form 86 (September 1995
edition), and questions should follow the order of the form in most cases.
Any questions not addressed below should center on the completeness and
accuracy of information provided by the subject. If you receive a positive
reaction to any question, explore it to the extent that you are satisfied that
no additional information exists that could further enhance an understanding
of the incident. Remember to use and answer the six basic interrogatives:
Who, what, when, where, and how.

2. Standard Questions.

(Item numbers relate to the questions on the SF 86 (Security Clearance
Application))

Item 1: Is the name on this application your complete legal name? (Yes/No).
Is your date and place of birth as indicated on this form correct? (Yes/No)

Item 2: Have you ever been known by any other name? (Yes/No). Have you ever
had a name change as a result of a court action, marriage, divorce, etc.?
(Yes/No) Have you ever used a stage or professional name? (Yes/No)

ATZK-PT FORM 3729, FEB 98
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SUBJECT INTERVIEW WORKSHEET CONTINUED
NAME :

Have there been any changes in the spelling of your name? (Yes/No) Is the
spelling the same as on your Dbirth certificate/other documents?
(Yes/No)

Item 3: Did your security manager verify your U.S. citizenship by checking
your birth certificate, passport, certificate of naturalization, etc.?
(Yes/No) Explain "No" answer if security manager stated on DD Form 1879 that
one of the documents required to be provided by the subject was
used.

Item 4: Have you listed all actual places of residence during the last 10
years? (Yes/No) 1In the last 10 years did you experience any difficulties with
neighbors, landlords, roommates or member of the military with whom you have
resided? (Yes/No) Would anyone attempt to discredit you during the course of
this investigation? (Yes/No)

Item 5: In the last 10 years were you suspended or expelled from school for
any reasons? (Yes/No)

Item 6: Have all periods of employment been listed for the last 10 years?
(Yes/No) Did you include all part-time employment while in school or in the
military? (Yes/No)

Item 7: Does the combined time period cover the 7 year scope of the
investigation? (Yes/No) Are any of your references currently in the military?
(Yes/No) 1If so, ensure rank and unit of assignment is listed.

Item 8: Have any/all former spouse(s) been listed? (Yes/No) Obtain full
identifying data, including current or last known address.

Would your former spouse attempt to discredit you? (Yes/No) Obtain details if
yes.

Item 8: Apart from family members, have you ever resided with another person
with whom a close relationship exist or existed? (Yes/No)

Item 9: Are all members of your immediate family indicated (including
guardians, step-parents, foster-parents, brothers, sisters, step-brothers,
step-sisters, or others to whom you are bound by affection or obligations)?
(Yes/No)

ATZK-PT FORM 3729, FEB 98 Page 2 of 6
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SUBJECT INTERVIEW WORKSHEET CONTINUED

NAME :

Item 10: Is your mother, father, sister, brother, child, current spouse or
someone with whom you have a spouse like relationship a U.S. citizen other
than birth, or an alien residing in the U.S.? (Yes/No) Obtain identifying data
including name, age, occupation, address, citizenship, extent of contact and
correspondence with the person.

Item 11: Are all periods of military service covered to include membership in
the Reserves or National Guard and attendance at a military academy or ROTC?
(Yes/No)

Items 12: Do you have any foreign business connections? (Yes/No) Have you
ever owned any foreign property, bonds, stocks or land? (Yes/No)

i

Item 13: Have vyou ever worked for any foreign government, company,
organization? (Yes/No)

Ttem 14: Has all foreign travel within the last 7 years outside the US to
include Mexico or Canada been listed? (Yes/No) If "No" indicate where, when,
how long, and for what purpose. In the last 7 years have you been involved in
the black market or other illegal activities? (Yes/No) During that time did
you experienced any problems with the police, customs, or passport officials;
or had any illnesses while in a foreign country? (Yes/No) 1In the last 7 years
have you been involved in an embarrassing, compromising, or gquestionable
activity while in a foreign country? (Yes/No) If married, ask same guestions
in regards to spouse.

Item 17: Have you ever been discharged other than honorable conditions from
the service? (Yes/No)

Item 19: In the last 7 years have you been a patient or had consultations with
a psychiatrist, psychologist, or psychoanalyst? (Yes/No) (Do not include

consultations involving martial, family or grief that was not
violent)
Item 20: In the last 7 years have you had any difficulties with supervisors

or co-workers? (Yes/No) In the last 7 years have you been fired or asked to
resign from a job? (Yes/No) In the last 7 years have you left a job knowing
you were going to be terminated for a cause? (Yes/No) Did you receive
disciplinary action( such as demotion, transfer, reassignment, etc.) for job
related misconduct such as fraud, embezzlement or submitting false
claims/travel vouchers/timecards? (Yes/No)

ATZK-PT FORM 3729, FEB 98 Page 3 of 6
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SUBJECT INTERVIEW WORKSHEET CONTINUED
NAME :

Item 21: Ensure that all unfavorable involvement of subject with law
enforcement agencies as an adult or juvenile is covered: Have you ever been
charged with or convicted of any felony offense (Include those under the
Uniform Code of Military Justice.)? (Yes/No)

Item 21: Have you ever been charged with income tax evasion or failure to
file? (Yes/No)

Item 22: Have you ever been charged with or convicted of a firearms or
explosive offense? (Yes/No)

Item 23: Are there currently any charges pending against you for any criminal
offense? (Yes/No)

Ttem 24: Have your ever been charged with or convicted of any offenses
related to alcohol or drugs? (Yes/No)

Item 25: In the last 7 years have you been subjected to court martial or
other disciplinary proceedings under the Uniform Code of Military Justice to
include non-judicial? (Yes/No)

Item 26: In the last 7 years have you been arrested for, charged with or
convicted of any offense not listed in response to the other questions
previously asked, except for traffic violations that were not drug or alcochol
related? (Yes/No) Have you had your drivers license suspended or revoked
wihtin the last 7 years? (Yes/No) Were you charged with malicious mischief
offenses? (Yes/No) Were you charged with crimes against the public peace?
(Yes/No) Were you charged with any sex-related offenses? (Yes/No) Were you
charged with any crimes against persons to include spouse or child
abuse? (Yes/No)

Item 27: In the last 7 years or since your 16th birthday, whichever is
shorter, have you experimented with, or been addicted to any narcotics,
barbiturates, hallucinogens, or any dangerous or illegal drugs to include
marijuana or hashish, LSD, Speed, etc.? (Yes/No)

Item 29: Have you ever been involved with the illegal purchase, manufacture,
trafficking, productions, transfer, shipping, receiving, or sale of any
narcotic, depressant, stimulant, hallucinogen, or cannabis for your own
intended profit or that of another? (Yes/No)

ATZK-PT FORM 3729, FEB 98 Page 4 of 6
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SUBJECT INTERVIEW WORKSHEET CONTINUED
NAME :

Item 30: In the last 7 years have you used alcoholic beverage to an excess on
a recurring basis? (Yes/No) In the last 7 years have you had any problems
associated with your personal consumption of alcohol including police
involvement, concerns by employee or supervisor, embarrassing situations,
fights, or martial difficulties, referral to medical authority, counselor, or
rehabilitative programs? (Yes/No) If there appears to be a drinking problem,
obtain details of rate of consumption, behavior patterns, and any unfavorable
information associated with drinking:

Item 30: In the last 7 years have you refused medical treatment or counseling
as a result of your use of alcoholic beverages when so directed by competent

authority? (Yes/No)

Item 34,35,36 and 37: In the last 7 years have you had any credit or financial
difficulties, to include bad checks, collections, repossessions, delinguent
accounts, suits, judgments, bankruptcies, or liens? (Yes/No) If subject's
response indicates the need, obtain a complete financial statement, including
income and expenses, with a listing of each creditor.

Item 36: In the past 7 years, have you failed to pay your taxes or failed to
file your Federal or State income taxes when required by law?(Yes/No)

Item 37: In the past 7 years have you had any debts turned over to a
collection agency? (Yes/No) Have you defaulted on any Jloans, including
student loans? (Yes/No) Have you been evicted from a residence or left a
residence owing money for utilities, rent or damages? (Yes/No) Have you had
any credit cards recalled or canceled? (Yes/No)

Item 37: In the last 7 years have you engaged in frequent gambling to the
extent that you incurred personal fimancial hardship, or gambling involving
large sums of money? (Yes/No)

Item 38 and 39: In the last 7 years have you been over 180 days delinquent on
any debts? (Yes/No) Are you currently 90 days delinquent on any debt(s)?
(Yes/No) Do you pay your obligations on time? (Yes/No)

ATZK-PT FORM 3729, FEB 98 Page 5 of 6
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SUBJECT INTERVIEW WORKSHEET CONTINUED
NAME:

Item 41 and 42: Are you now or have your ever been affiliated with any
organization, association, movement, group, or combination of persons who
participate in or advocate to the violent overthrow of the U.S. Government?
(Yes/No) Have you ever demonstrated, either legal or illegal against the TU.S.
Government? (Yes/No)

OTHER : Have you ever been subject of an official ingquiry for disclosing
classified information when not authorized to do s0? (Yes/No)

Have you ever been the subject of an inquiry involving the loss or mishandling
of clagsified material assigned to your control? (Yes/No)

Have your ever been approached to give or sell any Government classified or
unclassified material to persons not authorized to receive it, or to engage in
espionage or sabotage against the United States? (Yes/No)

Have you ever been approached by agents or representatives of a foreign
government to provide any information? (Yes/No)

Are there any incidents or circumstances that could make you vulnerable to
coercion or blackmail, or place you in an embarrassing position where pressure
could be brought to bear? (Yes/No) Solicit information on any incident,
condition, or fact that might negatively impact on the individual's character,
reliability, suitability, trustworthiness, or loyalty. Examples are omission
of any material facts, dishonest conduct, etc.

Do you consider yourself to be a loyal citizen to the United States of
America? (Yes/No)

INTERVIEWED BY:

REPORT COMPLETED ON:

ATZK-PT FORM 3729, FEB 98 Page 6 of 6
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Appendix J
Designation of Sensitive Positions

J-1. Criteria for security designation of positions (extract from
AR 380-67, paragraph 3-101).

a. The criteria to be applied in designating position
sensitivity are:

(1) Critical-sensitive.
(a) Access to TOP SECRET information.

(b) Development or  approval of plans, policies, or
programs that affect the overall operations of the Department of
Defense or of a DOD Component.

(c) Development or approval of war plans, plans or
particulars of future major or special operations of war, or
critical and extremely important items of war.

(d) 1Investigative and certain investigative support
duties, the issuance or adjudication of personnel security

clearance access authorizations, or the making of personnel
security determinations.

(e) Fiduciary, public contact, or other duties demanding
the highest degree of public trust.

(f) Duties falling under Special Access programs.
(g) Category I automated data processing (ADP) positiomns.

(h) Any other position so designated by the head of the
component or designee.

(2) Noncritical-sensitive.

(a) Access to SECRET or CONFIDENTIAL information.

(b) Security police/provost marshal—type’duties involving
the enforcement of law and security duties involving the protection
and safeguarding of DOD personnel and property.

(c) Category II automated data processing positions.

(d) Duties involving education and orientation of DOD
personnel.

(e) Duties involving the design, operation, or maintenance
of intrusion detection systems deployed to safeguard DOD personnel
and property.

J-1
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(f) Any other position so designated by the head of the.
component or designee.

b. All other positions shall be designated as nonsensitive.

J-2. Criteria for designating ADP positions and application of the
criteria.

a. Three categories have been established for designating
computer-related positions; ADP I, ADP II, rand ADP III. Specific
criteria for assigning positions to one of these categories as
follows:

(1) ADP I.

(a) Responsibility for the development and administration
of agency computer security programs, including direction and
control of risk analysis and/or threat assessment.

(b) Significant involvement in life-critical, or
installation or higher mission-critical systems.

(c) Responsibility for the preparation of approval of data
for input into a system which does not necessarily involve personal
access to the system, but with relatively high risk for affecting
grave damage at 1installation or higher 1level, or realizing
significant personal gain.

(d) Relatively high risk assignments associated with or
directly involving accounting, disbursement, or authorization for
disbursement from systems of (1) dollar amounts of $10 million per
year or greater, or (2) lesser amounts if the activities of the
individual are not subject to technical review by higher authority
in the ADP I category to ensure the integrity of the system.

(e) Positions involving major responsibility for the
direction, planning, design, testing, maintenance, operation,
monitoring, and/or management of systems hardware and software.

(f) Other positions as designated by the agency head that
involve relatively high risk for effecting grave damage or
realizing significant personal gain.

(2) ADP 1II. Responsibility for systems design, operation,
testing, maintenance, and/or monitoring that is carried out under
technical review of higher authority in the ADP I category,
including, but is not limited to: access to and/or processing of
proprietary data, information requiring protection under the
Privacy Act of 1974, and government -developed privileged
information involving the award of contracts, or; accounting,

J-2
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disbursement, or authorization for disbursement from systems of
dollar amounts less than $10 million per year; other positions are
designated by the agency head that involve a degree of access to
system that creates a significant potential for damage or personal
gain less than that in ADP I position.

(3) ADP III. All other positions involved in Federal
computer activities.

b. Application of criteria for designating ADP positions.
When determining the ADP category of a position, first ask two
questions: (1) Dbefore the receipt of the computer equipment, did
the incumbent of the position perform the same tasks and have
access to the same information; and (2) if the computer was taken
away, would the incumbent continue to perform the same tasks and
have access to the same information? If the answer to one or both
of the questions is yes, the position should be a category III. If
the answer to both questions 1is no, the position would be a
category I or 1II; so you would apply the appropriate criteria for
category I or II.

(1) ADP I. You must consider the criticality of the
system in regards to the installation/Army mission; involvement in
life-critical functions; checks, balances, controls, and

supervision involved in the functions; and the level of potential
damage involved. Normally, only positions involving full time data
processing functions would be considered for a category I
designation.

(2) ADP 1II. Positions meeting criteria of ADP I position,
but are performed under technical review of higher authority in the
ADP I category. Computer operators of mainframe and minicomputers

would fall into .this category. This also i1ncludes system
administrators.
(3) ADP ITI. This includes PC operators, terminal

operatérs of office information systems, and terminal operators
whose functions and access are restricted and controlled.

J-3. Detailed instructions for completing SF 52-B (see figure
J-1). ‘

a. Part A - Requesting Office.

(1) Item 1. Note the action requested and include the
sensitivity designation as well as the security clearance required
(i.e., Approval of position sensitivity designation of NCSS

(noncritical-sensitive-SECRET) .

(2) TItems 2 - 6. Self explanatory.

J-3
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e\, qu b.. Part B - For Preparation of SF 50.
z

V& (1)

Number (SSN)

Items 1 and 2. Incumbent’s name and Social Security
should be annotated in pencil. If the position is

presently vacant, indicate such.

(2)
(3).

Items 3 - 6 should be left blank.

Itemg 7 - 10 and 14. Self explanatory. Items 11 - 13

can be left blank.

(4)

Item 15 - 22. Leave blank. If at a later date, the

position title and number changes but the position sensitivity
designation and justification remains the same, you can annotate

the change

in items 15 - 18 and 22 on the original SF 52-B and

forward it to the Security Division.

(5)

c. Part

Items 23 - 51. Leave Blank

C - Reviews and Approvalsgs. Leave blank. Part C will

be wused by the Security Division to reflect approval of your

request.

d. Part D - Remarks by Requesting Office.

(1)

Include specific justification for the sensitivity

designation to include the specific subparagraph in AR 380-67,

paragraph

3-101 that applies. If the position is ADP sensitive,

justification must include position category, i.e., ADP I or ADP

IT.

(2)

Indicate command code, unit identification number,

TDA, paragraph and line number.

(3)

clearance

Indicate in pencil incumbent’s degree of security

and date granted along with type and date of

investigation completed, as appropriate.

e. Part E - Employee Resignation/Retirement. Leave blank.

-

5
f. Part F - Remarks for SF«Bﬁ? Leave blank.

J-4. Investigative requirements and the stage of initiation and/or

completion

appointment

of the required investigation before subject’s
along with exceptions to policy (reference AR 380-67,

paragraphs 3-202a and 3-203 thru 3-204).

a. Noncritical-sensitive positions. A NACI shall be requested

and the

NAC portion favorably completed before a person
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is appointed to a noncritical-sensitive position. An ENTNAC or NAC
conducted during military or contractor employment may also be used
for appointment provided a NACI has been requested from OPM and
there 1is no more than 24 months break in service since completion

of the investigation.

b. Critical-sensitive positions. A SSBI shall be favorably
completed prior to appointment to critical-sensitive positions.
SSBI will be conducted by DIS. Inasmuch as a SSBI is of greater
scope, a NACI will not be requested from OPM 1f a SSBI for
employment 1in a critical-sensitive position is requested from DIS
or a BI or SBI completed within 5 years of appointment date exists.

c. Excéptions.
(1) Noncritical-sensitive. In an emergency, a
noncritical-sensitive position may be occupied pending the

completion of the NAC portion of the NACI if the head of the
requesting organization finds that the delay in appointment would
be harmful to the national security and such finding shall be
reduced to writing and made part of the civilian personnel record.
In such instances, the position may be filed only after the NACI
has been requested.

(2) Critical-sensitive. In an emergency, a
critical-sensitive position may be occupied pending completion of
the SSBI if the head of the requesting organization finds that the
delay in appointment would be harmful to the national security and
such finding shall be reduced to writing and made a part of the
civilian personnel record. In such instancgs, the position may be
filled only when the NAC portion of the SSB as been completed and
favorably adjudicated.

(3) For use with the exceptions (1) and (2) above, a delay
in appointment may be considered harmful to national security if;

(a) Regulatory requirements, mission essential functions,
or responsibilities cannot be met.

(b) No other personnel are available, on a temporary
basis, to complete these requirements.

(4) This policy applies to new appointments and to current
incumbents of positions when the sensitivity designation is
changed.
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REQUEST FOR PERSONNEL ACTION

OO\

(Also complete Part B, liems 1, 7-22, 32, 33, 36 and 39.)

1. Actions Requested 2. Request Number
Approval of position sensitivity designation of NCSS 92-1

3. For Additional Information Call {Name and Telephone Number) 4. Proposed Effective Date
Ms. Jane Doe, 4-5643 08-18-92

5. Action Requested By (Typed Name, Title, Signature, and Request Date)

JOHN R. SMITH
G3/DPTM XQ\‘P‘ % Steith

C, Admin Div,
18 Aug 92

PART B - For Preparation of SF 50
1. Name (Last, First, Middle) i

NN, GRRRRRE S.

First Action

6. Action Authorized By (Typed Name, Titls, Signature, and Concurrence Date)
ROBERT J. JONES
Director, G3/DPTM Q@ﬁ\a\, \ SU’(\&‘
19 Aug 92

(Use only codes in FPM Supplement 292-1. Show all dates in month-day-year order.)

2. Social Security Number 3. Date of Birth 4. Effective Date

O\ - o0 - 0BV

Second Action

5-A. Code 5-B. Nature of Action 6-A. Code 6-B. Nature of Action
5-C. Code 5-D. Legal Authority 6-C. Code 6-D. Legal Authority
5-E.Code 5-F. Legal Autherity §-E. Code 6-F. Legal Authority

7. FROM: Position Title and Number
Secretary/Steno 2-80

15. TO: Position Title and Number

8. Pay Plan 9. Occ. Code 10. Grade or Level| 11, Step or Rate
GS 318 07

12.Salary 13, Pay Basls

16. Pay Plan 17.0cc. Code |18, Grade or Level] 19. Step orRate | 20. Salary/Award 21, Pay Basis

14. Name and Location of Position’s Organization

Administration Division

@3/Directorate of Plans, Training, and
Mobilization

U.S. Army Armor Center

Fort Knox, Kentucky 40121

Employee Data

23, Veterans Preference
1-None  3- 10 Pt. Disab.
2- 5 Pt

5- 10 Pt, Other
6- 10 Pt. / 30% Comp,

22, Name and Location of Position's Organization

26. Veterans Preference for RIF

[ Jves [ ]no

24. Tenure
0- None
1- Permanent

25.Agency Use
2. Conditional
3- Indefinite

4- 10 Pt. Comp.
27.FEGLI

1

28. Annuitant Indicator 29. Pay Rate Determinant

1- Reempi. Ann-CS 3- RETM 5-RETM & CS
| 2- RETO 4-RETO & CS  9- Not Applicable |

30. Retirement Plan 31. Service Comp. Date (Leave)

]

Position Data
34, Pasition Occupied

1- Competitive Service
2- Excepted Service

35. FLSA Category
3- SES General

€ - Exempt
4- SES Caroor Reserved N - Nonexempt

32, Work Schedule I- Intermittent J- INT Seasonal | 33, Part-Time Hours
F- Full-time G- FT Seasonal H- FT On Call |
P- Part-time Q- PT Seasonat R- PT On Call Per Biweekly Pay Period

37.Bargaining Unit Status

36. Appropriation Cade

38. Duty Station Code

39. Duty Station (City-County-State or Overseas Location)

40. Agency Data 4. 42, 43. 44,
45, Educational Level 46. Year Degree Attained 47.A Discipli 48.F | Class 49, Gitizenship 50, Vietnam Era Vet 51. Supervisory Status
1-USA 8-Other V-Yes N-No
PAR Revie d Approva 0 o be ed b eque g o e
1. Office/Function a Initials/Signature Date Otfice/Function Initials/Signature Date
AATZK-PTF-P oh & WL D.
NCSS approved ALPH G. TRUE 4 Aug 92
B. E
G F.
2. Approval: 1 certify that the information entered on this form is accurate and that | Signature Approval Date
the proposed action is in compliance with statutory and regulatory requirements.
CONTINUED ON REVERSE SIDE 52.302 Previous Edition Unusable After 9/30/88

Figure J-1.

Sample of request for approval of position sensitivity designation

NSN 7540-01-249-1912

J=6
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SF 52 - B (Reverse)
PART D - Remarks by Requesting Office

(Note to Supervisors: Do you know of additional or conflicting reasons for the employee's resignation/retirement?
If "YES", please state these facts on a separate sheet and attach to SF52-B.)

NO

Incumbent is required to type, retrieve, and file classified mobilization

plans up to and including SECRET.

Incumbent is also the automated information

systems administrator which categorizes the position as Category II automated data

processing.

Command Code: TC, UIC: WOUXAO, TDA # 0387,

Degree of security clearance/date granted:

Paragraph 3-10la(2) (a) &(c), AR 380-67 applies.

Para 001A, Line 08.

Sreek} [ WS et

Type of investigation/date completed:

SRR “mmx\Q\

PART E - Employee Resignation/Retirement .

Privacy Act Statement

You are requested to furnish a specific reason for your resignation or retirement
and a forwarding address. Your reason may be considered in any future decision
regarding your re-employment in the Federal service and may also be used to
determine your eligibility for unemployment compensation benefits. Your forward-
ing address will be used primarily 1o mail you copies of any documents you should
have or any pay or compensation to which you are entitled.

This information is requested under authority of sections 301, 3301, and 8506 of
title 5, U.S. Code. Sections 301 and 3301 authorize OPM and agencies to issue

regulations with regard to employment of individuals in the Federal service and their
records, while section 8506 requires agencies to furnish the specific reason for ter-
mination of Federal service to the Secretary of Labor or a State agency in connec-
tion with administration of unemployment compensation programs.

The furnishing of this information is voluntary; however, failure to provide it may
result in your not receiving: {1) your copies of those documents you should have;
(2) pay or other compensation due you; and (3) any unemployment compensation
benefits to which you may be entitled.

1. Reason for Resignation/Retirement (NOTE: Your reasons are used in determining possible unemployment benefits. Please be specific and avoid generaliza-
tions. Your resignation/retirement is effective at the end of the day - midnight - unless you specify otherwise.)

2. Effective Date | 3. Your Signature 4, Date Signed

5. Forwarding Address (Numbsr, Street, City, State, ZIP Code)

PART F - Remarks for SF 50
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Fae OFF ICIAL USsE ONLY

Page No. b CIVILIAN POSITION SENSITIVITY ROSTER
07/05/94
POSN  NAME GRADE SSAN JOBTITNO POSNSENS SPECDES OTAPVD CLNC INVESTDT ACTVY
©01 LYNN, Barsara S. G3C7 041000813 Secy/Steno 2/80 NCES 2(A)(C) 920824 S /910507 DPTM
T
CODE: POSITION SENSITIVITY DEGREE OF CLEARANCE INVESTIGATION TYPE
- CS—CRITICAL-3EMSETIVE F—TOP—SECRET A SBY -
C8TS = CRITICAL~SENSITIVE-TOP SECRET S - SECRET 8 - BI
ST NCE——NONER I TTEAISENSTTIVE T CONEIDENTTAL B3 NACT
NCSS ~ NONCRITICAL-3EMSITIVE~SECRET T - INTERIA D - Nac
TTNCSC—NUNCRITICAL=SENS I TIVE~CONFIDENTIAL M T NMONET— e € EXCEPTION-TO—POLICY
P = PENDING 0 - OTHER

FOR OFFICIAL USE ONLY

Figure J-2. Sample of civilian position sensitivity roster.
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ASFERRAL AND SELECTION REGISTER DXTE OF PRIVXNXTION _1
For ves of this ferm, tes AR §90-300, Chapier 338; the proponent sgency 8 DCSPER.
— PARY | - TO BE COMPLETED 8Y CIVILIAN PERSONNEL OFFICE
1. POSITION TO BE FILLED (Tile, series, grede, ond organization)

3 3'::2\1“6!“!"1’ NO. AND J. AREA OF CONSIODERATION IF OTHER THAN ACTIVITY WIDE

AL NUMS LIGIOLE [ 8. EVALUATION AND RANKING
CANDIDATES

a. RATERS:
b. CIVILIAN PERSONNEL OFFICE ADVISOR:

8. TO THE SELECTING SUPERVISOR: CANDIDATES NOT LISTED IN ANY RANK ORDER

Persons listed below are badt qualified among all eligible candidates for the position shown in Item 1. This group was identified

" after thorough evaluation and comparison of candidates’ qualifications against Office of Personnel M t standards and
other job-related factors. You are requested to consider the attached data regarding each candidate to(ether with the provisions
of AR 890-300, Chipter 338, paragraph 1-4, Requirement 4, subparagraph b, and indicate your selection in Part Il below. Addi-
tional information will be lurnuhed and arrangements for munumnb candidates will be made by the undersigned upon your
request. Pleass return this form not later than

NOTE: Selection of a relative is in violation of 8 U.S.C. 3110. If you are related /\
to any of the condidates, immedialely contact the Civilian Personnel Office.

NAMES OF SEST QUALIFIED CANDIDATES n\t!t\f POSITIQN TITLE, SEAIES, Qno ADE

o N\ N Vs

Selecting olficgév see reverse for interview information an‘l attached privacy act statement. CF/EEO

TYPED NANME, TELEPHONE EXTENSION, AND SIGNATURE OF CIVILIAN PERSONNEL OFFICE REPRESENTATIVE

PART 1) - TO B¢ COMPLETED BY SELECTING SUPERVISOR

7. TO THE CIVILIAN PERSONNEL OFFICER:

| HAVE CONSIDERED ALL OF THE ABOVE CANDIDATES ON THE BASIS OF THE FOLLOWING MERIT FACTORS:

| HAVE SELECTED:

| CHOSE THME SELECTED CANDIDATEN) FOR THE FOLLOWING REASONS AS RELATED TO THE ABOVE FACTORS:

Coordination made with CPT Mills, Security Manager, G3/DPTM on 17 Sep 92. See

attached memorandum.
DATE FTFUB NAWE ANG TIGNAYURE OF §E7 ECTING BUPERVISTR ry FOR CPO USE

PEMBONNEL ACTION
EFFECTIVE DATE

IO T RS ST WIS WU T O,

FORM o REPLACES DA FORM 2600, | AUG 74, WHICH WiLL
A MAY 83 zso

Figure J-3. Sample format DD Form 2600

J-9



NOTE TO SELECTING OFPICIALS

1. Reasons for Selection:

a. The reason(s) for selection will serve as the written record for
program evaluation and in the event of a complaint or grievance.

b. Although reasons for selection must be snecific and detailed, don't
include extraneous information or reasons that were not considered in the
selection. Such information may later become a main issue.

¢. Supervisors must first 1list the Merit Factors considered in item 7
on reverse and then give reasons for selection based on those factors.

2. Interviews:

a. The selection interview is a vital tool in making informed
decisions about candidates. However, if not conducted properly, it can be
a focal point of controversy. Consistent with USAARMC Regulation 690-5,
the selecting official may interview as many referred candidates as desired

or none at all.

If some candidates are interviewed, the selecting official

must document for interviewing those candidates.

b. Interviews should be planned in advance.

(1) Questions should be preplanned and structured to collect
information related to the merit factors used in making a selection.

(2) Questions must be job related.

c. The following areas should be avoided during interviews:

Race
Religion
Color
Politics
Sex

Age

d. Purther,

National Origin Marital Status
Fmployee Organizations Abortion

Types of Military Discharge Women's Rights
Occupation of Spouse Arrest
Arrangements for Child Care Conviction Record
Views of Birth Control Handicap

the use of written aptitude tests or performance tests

during the selection interview ia prohibited. 1If it is felt that a teat
must be administered, it must be dpproved by DA and administered by CPO.

e. The attached privacy act statement must be made available (either
orally or in writing) to all candidates interviewed.

%. Commitments:

If there is a need to contact the tentative selectee, do not indicate
that selection is final. A representative of the CPO will make the final
commitment after all legal, regulatory and procedural requirements have

been met.
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ATZK-PT (380-67) 19 October 1993

MEMORANDUM FOR Chief, Recruitment and Placement, CPO

SUBJECT: (Indicate selected candidate’s name and SSN)

Additional personnel security processing is required before
appointment of - selected candidate. Your office will be contacted
upon completion of the action.

FOR THE DIRECTOR:

JOHN R. SMITH
C, Admin Div, G3/DPTM

Attachment to Figure J-3

J-11
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Excerpt from AR 680-29 - Personnel Security Data Codes

: 3-9. Code number 306, security
: clearance required (position

personnel security requirement)
This code is used to report the minimum se-

. curity clearance the incumbent. of a TOE or

TDA position needs.
a." Personnel security investigation re-

. quired. The type of personnel security inves-
' tigation which is needed for a specific duty

position.

Data code: A ]
Meaning: Special background investigation

: (SBI).
- Data code: B

Meaning: Background investigation.

‘ Data code*: C

Meaning: National agency check with

_ inquiries (NACI).
‘ Data code*: D

Meaning: National agency check plus 10

, years continuous active duty.

Data code: E
Meaning: National agency check (NAC)

Data code: F
Meaning: Entrance national agency check
(ENTNAC).

Data code: Y
Meaning: None.

NOTE:

1. Codes denoted by an asterik (*) will not be used
for military personnel requisitions.

2. Requirements for NAC and ENTNAC are
interchangeable.

b. Position personnel security status. The
highest level of personnel security eligibility
(for access to classified defense information)
required for a specific duty position).

Data code: A
Meaning: Top secret with sensitive
compartmented information.

Data code*: B
Meaning: Top secret with interim access to
sensitive compartmented information.

Data code*: C

Meaning: Interim top secret with interim
access to sensitive compartmented
information.

Data code: D
Meaning: Top secret.

Data code*: E
Meaning: Interim top secret.

Data code: F

Meaning: Secret.

Data code*: G

Meaning: Interim secret.

Data code: H
Meaning: Confidential.

Data code*: J
Meaning: Interim confidential.

Data code*: K

Meaning: Review of dossier by Departmental
level central clearance facility required prior to
authorizing interim clearance.

Data code*: L
Meaning: Classified data access not granted
to date by field commander.

Data code*: M
Meaning: Classified data access suspended.

Data code*: N
Meaning: Classified data eligibility denied by
departmental level central clearance facility.

Data code*: P
Meaning: Ineligible for personnel security
clearance. ‘

Data code: Y
Meaning: None.

¢. A unique personnel security require-
ment for a specific duty position.

Data code: A
Meaning: Critical personnei reliability program
(PRP) Criteria.

Data code: B
Meaning: Five year investigaiion recency
requirement.

Data code: C
Meaning: Five year investigation recency
requirement plus 10 years scope.

Data code: D
Meaning: Controlled personnel reliability
program (PRP) criteria.

Data code: E
Meaning: Category one presidential support
criteria. .

Data code: F
Meaning: Category two presidential support
criteria.” .

Data code: N
Meaning: Automatic data processing
personnel reliability program (PRP) criteria.

Data code: Q
Meaning: Chemical surety (chemical
personnel reliability program) criteria.

Data code: Y
Me¢aning: None.
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Appendix L
Supplemental Instructions for Completion of Investigative Forms

I.-1. DD Form 1879 (DOD Request for Personnel Security Investigation (EPSQ
edition)) .

a. DD Form 1879 will be completed by the security manager per the
general and detailed instructions. A sample DD Form 1879 is provided at
figure L-6

b. Staple enclosures to DD Form 1879 with one staple in the upper left
hand corner.

c. Additional instructions:
(1) Requester File No: None
(2) Code/Type: WOUXAA/UIC
(3) FROM: Enter your activity and mailing address

(4) Return Results to: CDR, USAARMC & Fort Knox, ATTN: ATZK-PTF-
P, Fort Knox, KY 40121-5000

(5) TS Billet Number: None

(6) Files Verification: Leave the Pre-Screen Interview blank.

(7) General Remarks:

(a) Education must be verified. Attach a copy of the subject's

diploma or college transmittal. If unable to verify education state
"Unable to verify education."

(b) Include information as to where and how the DIS Agent can
contact the subject for an interview. Provide this information for 6
months out. Indicate any planned/anticipated PCS, deployment, extended

training, leave, TDY or similar situations should be identified.
Appropriate address, period of time at each address, and DSN and commercial
telephone numbers should also be provided.
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(c) Indicate the Required Report Date (RPD) or the Required
Delivery Date (RDD) in this column.

(8) Item 14: The supervisor must complete this block, (The not
required block is not applicable for SSBIs).

(9) After completing the form validate the form prior to printing.
Correct all errors prior to printing. A sample validation form is at
figure L-6.

L-2. National Agency Check Security Information (EPSQ version)

a. National Agency Check Security Information form will be completed
by the security manager. A sample is provided at figure L-11

b. Staple enclosure to the NAC with one staple in the upper left hand
corner.

c. Additional instructions:

(1) Return Results to: CDR, USAARMC & Fort Knox, ATTN: ATZK-PTF-
P, Fort Knox, KY 40121-5000

(2) Requester: Army (A)

(3) Organization Code/Type: WOUXAA/UIC

(4) Applicant: No

(5) From: Enter your activity and complete mailing address

(6) Investigation Validity Certification: Enter Security Manager
name, title and telephone number.

(7) After completing the form, wvalidate the form prior to
printing. Correct all errors noted in the validation.

L-3. SF 86 Office of Personnel Management Security Clearance Application
(EPSQ version)
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a. SF 86 will be completed IAW the general and detailed instructions
in the EPSQ program with the exception of the following: (A sample is
provided at figure L-13)

{1) Item 4 will cover 10 years for initial SSBIs. The EPSQ
program may not allow but 7 years in this item. The remarks section of
Item 4 or Item 43 Remarks can be used to include the remaining 3 years
required.

(2) Item 5 will cover 10 years for initial SSBIs.

(3) Item 6 will cover 10 years for initial SSBIs.

(4) Item 6 Active duty military must list each military assignment.

(5) Item 9 your relatives include, steps, halves, in-laws, and
children.

(6) 1Item 19 a yes answer that is not for Martial, Family or Grief,
must be fully explained. When, what, why and results of treatment.

(7) Item 27 if yes answer indicate intent of future use.

(8) Item 33-39 explain any yes answer fully, when, what, where
and why.

(9) After the form has been completed make sure and validate the
form prior to printing. Correcting all errors noted in the validation.

L-4. FD Form 258 (Applicant Fingerprint Card).

a. Fingerprinting for personnel security actions will be performed
only during the hours of 0900-1400, Monday, Wednesday, and Friday, at the
Military Police Investigations Branch, Law Enforcement Command/Provost
Marshal, Bldg 204. Appointments are not necessary.

b. Instructions for completing the FD Form 258 are as noted below. A
sample FD Form 258 is provided at figure L-27.

(1) Ensure each entry agrees with information indicated on the
investigative forms. Type or print all information in black ink.



C1l, USAARMC Pam 380-67 (12 Feb 98)

(2) Last NAME NAM, First Name, Middle Name. LAST NAME should be
printed or typed in all capital letters. Names should agree with military
and/or civilian employment records; list all spelling variations in aliases
block.

(a) If no middle name (NMN), initial only (IO), or no middle
initial (NMI), so state.

(b) On all Hispanic, hyphenated, or longer names, so state (for
example RIVERA-RIVERA, Juan (NMN)). Also, with Hispanic names, if the
individual is referred only by one of the hyphenated names, enter that name
in this block and then enter the entire hyphenated name as reflected on the
birth certificate in the aliases block.

(2) Aliases AKA. Indicate all former names, maiden names,
nicknames that are either derived from the first or last names changed by
court order, and other names which the person is or has been known by. If
none, so state. Aliases should be in agreement with aliases reflected on
all investigative forms pertaining to the subject. Identify maiden name
with NEE (i.e., NEE: JONES, May Jo).

(3) ORI. 1Indicate the following:
USDISO00Z
P O Box 28989
Baltimore, MD 21240-8989

THE ORI BLOCK MUST BE COMPLETED PRIOR TO THE SUBJECT GOING TO THE MP
STATION FOR FINGERPRINTING.

(4) Date of birth DOB. Indicate month, day, and year of birth.
(5) Citizenship CTZ. Enter citizenship status.
(6) Sex. Enter male or female, as appropriate.
{(7) Race. Enter one of the following:
Red (American Indian)
Yellow (Asian/Mongoloid)
Black (Negroid/African)
White (Caucasoid)

Other
Unknown
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(8) Height HGT. Enter height in inches.

(9) Weight WGT. Enter weight.

(10) Eves. Enter eye color.

(11) Hair. Enter color of hair.

(12) Place of Birth POB. Enter city and state of birth.
(13) Your No. OCA. Leave blank.

(14) FBI No. FBI. Leave blank unless an FBI report number is
known.

(15) Armed Force No. MNU. If entered the U.S. Armed Forces before
January 1970, you must enter original service number.

(16) Social Security No. SOC. Enter Social Security Number.
(17) Miscellaneous No. NMU. Enter other armed forces numbers,

passport number, alien registration number, port security card number,
selective service number, veterans administration claim number.

(18) Signature of Pexson Fingerprinted. This block must be signed
by the subject of the investigation.

(19) Residence of Person Fingerprinted. Indicate complete
residence address to include zip code.

(20) Date. Enter date fingerprints taken.

(21) Signature of Official Taking Fingerprints. This form must be
signed by the individual taking the fingerprints.

(22) Emplover and Address. Indicate name of employer and complete
address. For military enter U.S. Army and unit of assignment.

(23) Reason Fingerprinted. State reason fingerprint caxds are
required (i.e., SSBI, NAC, PR, etc.).

c. Prior to submission of the fingerprint cards ensure the
fingerprints are classifiable by comparing them with the sample provided on
the reverse side of the form.

L-5
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Figure L-1 DD Form 1879

ke D L L e T - -
FOR OFFICIAL USE ONLY

Department of Defense

EPSQ Version 1.2c¢

Request for Personnel Security Invastigation OMB NO. 0704-0384
DD Form 1879 Expires: September 30, 1998
Date: 1997/12/30 Time: 07:47:01
K o o e e e e o~ o > = = e e = e e e e = e o e e e e A e e e e . e —
NAME KELSON
ROBERT, JOHN

Maiden Name (if any)

SSN 999-11-5555 DOB: 1955/10/10 Sex: M

POB: RICHMOND, VA
Other Names used KELSO
CURLEY, NMN 1//:>
1. Requester File No: NONE Request Date: 1997/1X%/80
Code/Type: WOUXAA/UIC

Do you require advance notice of NAC results? NO

From:

CDR
USAARMC & FORT KNOX
ATTN: ATZK-PTF-P SSO UIC#W1J138

FORT KNOX, KY 40121-5000

SCI Adjudicating Agency Address:N\\b
CRR, US ARMY CENTRAL PERSONNEL S I

FACILITY
M“ 5-5250

ATTN: PCCF
FORT GEORGE G. MEADE,
IONS CTENTER

Forward Reg
DIS

PERSONNEL INVE
P O BOX 18585
BALTIMORE, MD

Return Results to:
COMMANDER

USAARMC & FORT KNOX
ATTN: ATZK-PTF-P

FORT KNOX, KY 40121-5000

[P PRR PR FOR DIS USE ONLY
e (1-1s)
-2y T
BB (12-73) | pc (74-75)
w9 | cr (77-78)
] A | T | N

L . S SR S
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KELSON DD1879 SSN: 999-11-5555
ROBERT, JOHN Page: 1
1. Addresses
Thru:

2. Request For. . . Information

Request Type: SINGLE SCOPE BACKGROUND INVESTIGATION (SSBI)

3. Application Status
Select the highest level of classified material to which the subject of
subject of the investigation will have access: TOP SECRET
TS Billet Number: NONE
4., Investigation Status
Reason for Access: SENSITIVE COMPARTMENTED INFORMATION (SCI)
Reason for Access: CRITICAL SENSITIVE POSITION/DUTIES
5. Citizenship Verification
YES Was the subject's U.S. citizenship verified?
Document: BIRTH CERTIFICATE A
6. PFiles Verification
FILE VERIFIED DATE FINDING (;A V,NOR, UNF)
PERSONNEL 1997/12/01 FAV
MEDICAL 1997/12/05
SECURITY 1997/12/06 FAY
BASE/MILITARY POLICE 1997/12K1 FA
PRE-SCREENING INTERVIEW 1997@ NAV
NAV
7. Prior Investigations E&ﬁb; \\>&
Has the subject been inves;ggate ior this request? NO
8. Title or Position of Subjec A
Remarks:
Security Spec1a11£E\\Electr1 gineer
9. List of Enclosures
Remarks-
SF 86
FFD 25
10. Reason for Acc s to Clagsified Material
Remarks:
Subject occupies a critical sensitive position. Duties will require
daily access to Top Secret information and Sensitive Compartmented
Information.
1l. History of Govermment/Military Employment
How would you characterize the accuracy of the Government Employment
Employment and/or Military Service History indicated by the subject's
form? CORRECT
12. General Remarks

Remarks:
Sujbect can be reached for an interview at 502-624-0000

L-7
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~ KELSON DD1879 SSN: 999-11-5555
ROBERT, JOHN Page: 2
13. Investigation Validity Certification

I certify that the information provided on this form is true to
the best of my knowledge and that the above named individual has
the need for the indicated clearance to perform assigned duties.

Name of Certifier BARR
VIVIAN, LEE
Title of Certifier SECURITY MANAGER
Certifier's Phone 502-624-1655

N\

Certifier Signature

14.

&
Supervisor's Certification
The immediate supervisor is NOT aware of adver informaé}gé:::>
concerning the individual named within this fo
Immediate Supervisor STRING
BOBO, HAM
Supervisor Title DIRECTOR :
Supervisor's Phone 502-62 21
Signature Date 1997/12

PN \§\
Supervisor's Signath{é:%:::> \\\>\j Date

O

L-8
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BARR, VIVIAN LEE, SECURITY MANAGER, CDR, USAARMC & FORT RNOX, ATTN:
ATZK-PTF-P SSO UIC#WwW1lJ138, FORT KNOX, KY 40121-5000, has certified to

the Defense Investigative Service that RELSON, ROBERT JOHN has

signed an Authority for Release of Information and Records authorizing any
duly accredited representative of the Department of Defense (including those
from the Defense Investigative Service) to obtain informatign relating to
his/her activities. This Authority for Release of Infor ion and Records
will be maintained by CDR until the security determinatfofi process

has been completed.
An exact copy of the text of this Authority for Release o
Records, including all information provided on the form by

nforynation and

ROBERT JOHN (to include the name(s), date of bi social rity
number, current home address, home telephone numb name signed on the
release form, and date the release form w igned i ovided as an
attachment to this notice and may be r ine v th ords repository oxr

individual providing information concer SON, ERT JOHN.

NS

L-S
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Figure L-2 Validation for Scty Form

Office of Personnel Management EPSQ Version 1.2c
SECURITY CLEARANCE APPLICATION OMB NO. 3206-0007
Date: 1997/12/30 Time: 07:28:26

Standard Form 86, Sep. 95

VALIDATION REPORT

KELSON SSN: 999-11-5555
ROBERT, JOHN ) Page: 1
The validation report will review your data for the follgwirlg items:

BLANK INFORMATION THAT IS REQUIRED
EPSQ will identify the required information that
DATE GAPS
EPSQ will check the dates between employme nd r
in dates.
REMARKS
EPSQ will check required remarks to\ewsure
If you have any questions aboupf~thig\valida
information, see your security i

\\\3\/’

ou have nRB\p ided.

'dfggﬁ entries for gaps

u have entered comments.
ion report or the required

Y

No errors found during lidation.

End-of-User-Report

)

O
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Figure L-3 NAC Request

NATIONAL AGENCY CHECK SECURITY INFORMATION EPSQ Version 1.2c
Date: 1997/12/30 Time: 07:52:08
KELSON SSN: 999-11-5555
ROBERT, JOHN Page: 1
Forward This Request To:
DIS

PERSONNEL INVESTIGATIONS CENTER
P O BOX 18585
BALTIMORE, MD 21240-8585

RETURN RESULTS TO:
COMMANDER

USAARMC & FORT KNOX
ATTN: ATZK-PTF-P

FORT KNOX, KY 40121-5000

Requester ARMY (A)
Organization Code/Type WOUXAA/UIC .

FROM:

CDR
USAARMC & FORT KNOX
ATTN: ATZK-PTF-P
FORT KNOX, KY 40121-5000
N\
2. Type of Investigation \\<;é\£>\
SECRET PERIODIC REINVESTIGATIOXN P )

3. Local Files Check Q\\g\J
YES Were the results of isbql files ck favorable?

4., Current Status
What is the subject'sv\:gg e status? U.S. GOVERNMENT EMPLOYEE
N

Iz the subj n app RANO
FAN ernment \Gkrade Gl4

5. citizenshik\ygriﬁiﬁd \V
YES Was the suby .S. citizenship verified?

6. Reason for Re esQ/
SECRET 7=

7. Investigation Validity Certification
I certify that the information provided on this form is true to
the best of my knowledge and that the above named individual has
the need for the indicated clearance to perform assigned duties.

Name of Certifier BARR
VIVIAN, LEE
Title of Certifier SECURITY MANAGER
Certifier's Phone 502-624-1655

Certifier Signature Date

L-11
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BARR, VIVIAN LEE, SECURITY MANAGER, CDR, USAARMC & FORT KNOX, ATTN:
ATZK-PTF-P, FORT KNOX, KY 40121-5000, has certified to the Defense
Investigative Service that KELSON, ROBERT JOHN has signed an
Authority for Release of Information and Records authorizin
accredited representative of the Department of Defense (i ing those from
the Defense Investigative Service) to obtain information Xelating to his/her
activities. This Authority for Release of Information and Re ds will be
maintained by CDR until the security determination process
been completed.
An exact copy of the text of thlS Authority for R
- Records, including all information provide the
ROBERT JOHN (to include the name(s), date~O th,
number, current home address, home telep e er, signed on the
release form, and date the release rm w ed), i§ provided as an
attachment to this notice and may b etai by the records repository or
individual providing informati co ing XBLSON, ROBERT JOHN.

N

ny duly

m by KELSON,
a1 security

L-12 ' —
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Figure L-4 Validation for NAC

NATIONAL AGENCY CHECK SECURITY INFORMATION EPSQ Version 1.2c
Date: 1997/12/30 Time: 07:51:54

VALIDATION REPORT

KELSON SSN: 999-11-5555
ROBERT, JOHN Page: 1
The validation report will review your data for the following items:

BLANK INFORMATION THAT IS REQUIRED

EPSQ will identify the required information that you have rovided.
DATE GAPS

EPSQ will check the dates between employment and residence §n rles for gaps
in dates.

REMARKS

EPSQ will check required remarks to ensu comments.
If you have any questions about this vall tl n repo the required
information, see your security off1

D

No errors found during validatio

End-of-User-Report <:::§:::> \§§:>

-

L-13
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Figure L-5 Security Questionnaire
Office of Personnel Management
SECURITY CLEARANCE APPLICATION
Date: 1997/12/30
Standard Form 86, Sep. 95

EPSQ Version 1.2c¢
OMB NO. 3206-0007
Time: 07:28:59

KELSON 8SN: 999-11-5555
ROBERT, JOHN Page: 1
1. Personal Information
Name KELSON
ROBERT, JOHN
Birth Date 1955/10/10 Sex M
Place of Birth RICHMOND, VA
County RICH
WORK/DAY PHONE 504-624-0000 HOME/EVENING PHONE 53-0000
Height 6-1 Weight 190 Hair Color BROWN Eye Colox BROWN
2. Other Names Used \\:;//
YES Have you ever used or been known by another nang

FROM TO OTHER NAME

1. 71965/02/07 PRES/ / KELSO
CURLEY, NMN x

3. Citizenship
Citizenship Status U.S. CITIZEN
Mother's Maiden Name JANSEN
MYRA, CLARA
Citizenship Type BORN IN THE

4., Where You Have Lived \\Hul \\>
DRESS

FROM

Person Who s You
BELL
MARY, TOM
5134 SOUTH KENTUC
RADCLIFF, KY 4

Phone 502-351-9999

1. 1992/03/04 PRES/ Yit%&ggﬁg WILLIAMS AVENUE

DRIVE

Remarks:
1989/02/03-1992/03/02
1415 South Carolina
Midlothian, VA 23113

2. 1990/03/02 1992/03/03 1415 SOUTH CAROLINA

MIDLOTHIAN, VA 23113

Remarks:
1988/03/02- 1990/03/04
516 Early Street
Louisville, KY 40200

L-14
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KELSON SF86 SSN: 999-11-5555
ROBERT, JOHN Page: 2
5. Where You Went To School
YES Have you attended school beyond Junior High School within the last 7
years?
~ FROM TO TYPE/ADDRESS
1. 1989/05/02 1992/03/02 COLLEGE/UNIVERSITY/MILITARY COLLEGE
Degree/Diploma/Other UNIVERSITY OF RICHMOND
ELECTRONIC ENGINEER UNIVERSITY OF RICHMOND
205 COLLEGE STREET
Award Date 1992/03/02 RICHMOND, VA 23208

6. Your Employment Activities
1. 1994/03/01 PRES/ / OTHER FEDERAL EMPLOYMENT
Employer Name US ARMY
Employer Phone 502-624-3333 Your Position/Title
Employer Address DIRECTORATE OF COMBAT DEVELOPMENT

ATTN: ATZK-DCD
FORT KNOX, KY 40121-5000
Supervisor's Name JONES
RICK, OTIS
Supervisor Phone 502-624-3333
the job location address?

NO Is the employer's address
NoO Is the supervisor's addrégé\qg%fh from the job location address?

2. 1992/03/02 1994 28 OTH
Employer Name VES E EERING
3 Employer Phone -3434 Your Position/Title ELECTRONIC ENGINEER
Employer'dress 1 LN TURNPIKE
a IFF, KY 40160-5000
Supervi ! e R RS
OLD, JOHN

SupervisoZ:P ohe 502-352-4444
NO Is the employer's address different from the job location address?
NO Is the supervisor's address different from the job location address?

Remarks: 1989/03/02-1992/03/02
Employer: Cochrane Engineering
phone: 084-738-0000
address: 1820 Hull Street Road
Midlothian, VA 23113
supervisor: Cole, Samuel Charles, phone: 804-738-1212

3. 1990/03/02 1992/03/03 SELF-EMPLOYMENT
Company Name KELSO INCORPORATE
Company Address 1245 FOURTH STREET
LOUISVILLE, KY 40200
Verifying Individual BEANBLOSSOM
JACK, T.
514 TABACCO ROAD
LOUSIVILLE, KY 40200
Phone 502-333-4444

- Remarks: 1987/05/31-1990/03/02

L-15
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KELSON SF86 S8N: 999-11-5555
ROBERT, JOHN Page: 3
6. Your Employment Activities (Continued)
FROM TO TYPE OF EMPLOYMENT

Full time student
Richmond University

6. Your Employment Activities
YES Were you in the Federal Civil Service prior to the last 7 years?
Civil Service Beyond 7 Years
FROM TO
1. 1983/02/01 1985/02/02
Employer Name US NAVY
Employer Phone 333-333-3333 Your Position/Title ELEC TAN
Employer Address NAVAL ORDANCE
513 NORTH BREAK STREEET
LOUISVILLE, XY 40272
Supervisor's Name LASLIE
MARY, JOSEPH
Supervisor Phone 502-555-5555

h ob 1ok on address?

YES 1Is the employer's address different
Employer's Address NAVAL ORDANCE DE-A
LOUISIVLLE,

NO Is the supervisor's address di

2. 1975/01/10 1979/07
Employer Name US
Employer ne 502 yI9l1 Your Position/Title CLERK

: ss IRE HOSPITAL

FORT OX, KY 40121-500

Supervisor

Supervisor

NO Is the employer's address different from the job location address?

DOROTHY, MARIE
555-555-555

YES 1Is the supervisor's address different from the job location address?
Supervisor's Address (DOROTHY IS DECEASED)
LOUISIVLLE, XY 40200

7. People Who Know You Well
FROM TO REFERENCE NAME/ADDRESS
1. 1988/12/01 PRES/ / CAMERON
WARD, RAYMOND JR.
HOME ADDRESS 11313 TUCKER LANE
RADCLIFF, KY 40160
EVENING PHONE 502-351-9066

2. 1980/12/01 PRES/ [/ DELL
< SHARON, CAROL
WORK ADDRESS 3410 A HIGHLAND STREET
POWHATAN, VA 23299
DAY PHONE 804-731-1111

3. 1988/10/10 PRES/ / KARON
BURT, COLE

L-16
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KELSON SF86 S8N: 999-11-5555
ROBERT, JOHN Page: 4
. 7. People Who Know You Well (Continued)

FROM TO REFERENCE NAME/ADDRESS

WORK ADDRESS 5132 A CANDLEWICK
MIDLOTHIA, VA 23113
DAY PHONE 804-738-4000

8. Your Spouse
What is your current marital status? MARRIED
STATUS/DATES NAMES/LOCATION
1. MARRIED KELSON
CHERYL, COATS
DOB 1956/02/02 POB LOUISVILLE, KY

MARRIAGE 1980/12/13 MIDLOTHIAN, VA
Maiden COATS
SSN 231-06-4879 MILLER, CHERYL

NO Is your current spouse's address different from yours?
NO Has your current spouse, to your knowledge, ever used anofh name
(other than maiden name)?

Country(ies) of Citizenship UNITED STATES /\\\\,//X
STATUS/DATES NAMES/LOCATIGN<T\§::;\
2. DIVORCED JONES
HELEN, CAR % v
DOB 1953/07/18 POB RIC ’
MARRIAGE 1975/02/11 RICHMOND
™ V.

DIVORCED 1978/04/06 RICHM
YES Do you know the addre f your mer spouse? (most recent or last
known addraef§ (If dese , answer No.)
CALICO STREET

LOUISVILLE, KY 40200
Pho 502-555-22222

9, Your Relatiy¥emw Whd Associates

RELATIONSHI NAME/PLACE OF BIRTH
1. MOTHER
KELSON
MYRA, CLARA
DOB 1936/03/10 POB UNITED STATES

Is the family/associate you listed deceased? NO
CURRENT ADDRESS 13110 HULL STREET ROAD
MIDLOTHIAN, VA 23112

Country(ies) of Citizenship UNITED STATES

2. FATHER
KELSON
ROBERT, JOHN
DOB 1935/10/12 POB UNITED STATES

Is the family/associate you listed deceased? YES

Country(ies) of Citizenship UNITED STATES

L-17
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KELSON SF86 SSN: 999-11-5555
ROBERT, JOHN Page: 5
9. Your Relatives and Associates (Continued)
RELATIONSHIP NAME /PLACE OF BIRTH
3. CHILD (NATURAL OR ADOPTIVE)
KELSON
DAVID, RIDDLE
DOB 1994/04/01 POB UNITED STATES

Is the family/associate you listed deceased? NO
CURRENT ADDRESS 6000 C WILLIAMS AVENUE
FORT KNOX, KY 40121-5000

Country(ies) of Citizenship UNITED STATES

A
10. Citizenship of Your Relatives and Associates </’ -
RELATIONSHIP NAME <//
A D
11. Your Military History
YES Have you ever served in the military? (If yes, vide in oPogical
order your military history: begin with the most cent peri) and
include Reserves, National Guard, Merch 1) ine and Foreign
Military service.)
FROM/SVC # TO COUNTRY _~
1. 1977/08/09 PRES/ / UNITED STATKS
999-11-5555
Branch/Grade ARMY RESERVE/ES
Status INACTI
2. 1972/01/01 1974/03/Q4 ITED S
999—111—555€:>
Branch/Griade /E4
Status JNVE
12. Your Forei t¥vities - Property
NO Do you have any foreign property, business connections, or financial
interests?
13. Your Foreign Activities - Employment
NO Are you now or have you ever been employed by or acted as a consultant
for a foreign government, firm, or agency?
14. Your Foreign Activities - Contact with Foreign Government
YES Have you ever had any contact with a foreign government, its
establishments (embassies or consulates), or its representatives,
whether inside or outside the U.S., other than on official U.S.
Government business? {(Does not include routine visa applications and
border crossing contacts.)
FROM TO FIRM AND/OR GOV'T/COUNTRY
1. 1989/03/02 1990/02/02 EMBASSY OF THE UNITED KINGDOM

UNITED KINGDOM

Remarks: Contacted the Embassy of the United Kingdom, Washington, DC
three times. Purpose of contact was to obtain historical
information on British engineering patents. This information
was used on a college term paper.

L-18
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~ NO

KELSON SF86 SSN: 9599-11-5555
ROBERT, JOHN Page: 6
15. Your Foreign Activities - Passport
In the last 7 years, have you had an active passport that was issued by
a foreign government?
16. Foreign Countries You Have Visited
YES Have you traveled outside the United States on other than official U.S.
Government orders in the last 7 years? (Travel as a dependent or
contractor must be listed.) Do not repeat travel covered in modules 4,
5, and 6.
FROM TO
1. 1990/03/02 1996/03/04
Country(ies) Visited
SPRATLY ISLANDS Purpose PLEASURE
ANGOLA Purpose PLEASURE (/<::>
17. Your Military Record
NO Have you ever received other than an honorable discharge om the
military? <?\
18. Your Selective Service Record \
NO Are you a male born after December 31, d&%;;iﬁ \<t\“/j>
19. Your Medical Record
NO In the last 7 years, have yo onsyl ed a ntal health professional
(psychiatrist, psychologist, et \) or have you consulted
with another health care prov1 htal health related
condition?
20. Your Employment Reco
NO Has any of Eg? followd n pened to you in the last 7 years? - Fired
from job t a jo elng told you'd be fired - Left a job by
mutual adreemenf folldwing allegations of misconduct - Left a job by
mutual agPeement\folldwing allegations of unsatisfactory performance
- Left a job.fok Jother reason under unfavorable circumstances
QO
21. Your Police Record - Felony Offenses
NO Have you ever been charged with or convicted of any felony offenses?
(Include those under the Uniform Code of Military Justice.)
22. Your Police Record - Firearms/Explosives Offenses
NO Have you ever been charged with or convicted of a firearms or
explosives offense?
23. Your Police Record - Pending Charges
NO Are there currently any charges pending against you for any criminal
offense?
24. Your Police Record - Alcohol/Drug Offenses
NO Have you ever been charged with or convicted of any offense(s) related

to alcohol or drugs?
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KELSON SF86 SSN: 999-11-5555
ROBERT, JOHN Page: 7
25. Your Police Record - Military Court
NO In the last 7 years, have you been subject to court martial or other
disciplinary proceedings under the Uniform Code of Military Justice?
(include nonjudicial, Captain's mast, etc.)

26. Your Police Record - Other Offenses
NO In the last 7 years, have you been arrested for, charged with, or
convicted of any offense(s) not listed in modules 21, 22, 23, 24, or
25? (Leave out traffic fines of less than $150 unless the violation was
alcohol or drug related.) ,//f)

rugs
er, have
1juana,

27. Your Use of Illegal Drugs and Drug Activity-Illegal Use
YES Since the age of 16 or in the last 7 years, whichever is
you illegally used any controlled substance, for example,
cocaine, crack cocaine, hashish, narcotics (opi i

heroin, etc.), amphetamines, depressants rblt one,
tranqulllzers, etc.), halluc1nogen1cs . or préscription
drugs?
FROM TO NAME /FREQURNCY

1. 1990/02/01 1993/03/04 MARI ANA b

3 TI
28. Your Use of Illegal_Rrugs and Q&’v1ty -Use in Sensitive Positions
NO Have you EVER illega used a ed substance while employed as a

law enforcement offics prosec r, or courtroom official; while

ossessin ~securi qrance; or while in a position directly and
p

immediat, gffectin safety?
29. Your Use lagal Orfigs and Drug Activity-Drug Activity
NO In the last, 7 rs, have you been involved in the illegal purchase,
manufactur fficking, production, transfer, shipping, receiving, or

sale of any narcotic, depressant, stimulant, hallucinogen, or cannabis
for your own intended profit or that of another?
30. Your Use of Alcohol

NO In the last 7 years has your use of alcoholic beverages (such as
liquor, beer, wine) resulted in any alcohol-related treatment or
counseling (such as for alcohol abuse or alcoholism)? Do not repeat
information reported in module 19 on form SF86 or module 5 on form
SF85P-S (Your Medical Record).

31. Your Investigation Record - Investigations/Clearances Granted
NO Has the United States Government ever investigated your background
and/or granted you a security clearance? (If you can't recall the
investigating agency and/or the security clearance received, enter
(Y)es and follow instructions in the help text for the fields on the
next screen. If you can't recall whether you've been investigated or
cleared, enter (N)o.) '
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KELSON SF86 SSN: 999-11-5555
ROBERT, JOHN Page: 8
32. Your Investigation Record - Clearance Actions

"~ NO To your knowledge have you ever had a clearance or access authorization

denied, suspended, or revoked, or have you ever been debarred from
government employment? (Note: An administrative downgrade or
termination of a security clearance is not a revocation.)

33. Your Financial Record - Bankruptecy
YES In the last 7 years, have you filed a petition under any chapter of the
bankruptcy code (to include Chapter 13)°?

DATE AMOUNT/NAME ACTION OCCURRED UNDER
1. 1993/01/02 $45000
CHAPTER 7

Court Name/City/State RICHMOND COUNTY COURT
RICHMOND, VA 23201

34. Your Financial Record - Wage Garnishments \b//‘
NO In the last 7 years, have you had your wages gar 1 hed for eason?

35. Your Financial Record - Repossessions
NO In the last 7 years, have you had ny P repogsessed for any

reason?
36. Your Financial Record - Tax
NO In the last 7 years, have you N ced against your property
for failing to pay %?\\s or oﬁks\\
37. Your Financial Recor npald ements
NO In the last years, ou had any judgements against you that have

not been F?

38. Your Financi 1inqd9hc1es - 180 Days
NO In the last vears, have you been over 180 days delinquent on any

debt (s)?

39, Your Financial Delinquencies - 90 Days
NO Are you currently over 90 days delinquent on any debt(s)?

40. Public Record Civil Court Actions
NO In the last 7 years, have you been a party to any public record civil
court actions not listed elsewhere on this form?

41. Your Association Record - Membership
NO Have you ever been an officer or a member or made a contribution to an
organization dedicated to the violent overthrow of the United States
Government and which engages in illegal activities to that end, knowing
-that the organization engages in such activities with the spec1f1c
intent to further such activities?
42. Your Association Record - Activities
NO Have you ever knowingly engaged in any acts or activities designed to
overthrow the United States Government by force?

L-21
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SF86 SSN: 999-11-5555

KELSON
Page: 9

ROBERT, JOHN
43. General Remarks
NO Do you have any additional remarks to enter in your application?

CERTIFICATION BY PERSON COMPLETING FORM

accurate to
I
orm can be

I certify that the entries made by me are true, complete,
the best of my knowledge and belief and are made in good fait
understand that a knowing and willful false statement on thi
punished by fine or imprisonment or both.

Name KELSON, ROBERT JOHN
SSN 999-11-5555 x
Subject Signature \\::fIQ:Q>> D Date
P AN
\ \>\J

L-22
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EPSQ Version 1l.2c¢

National Agency Questionnaire (NAQ) OMB NO. 3206-0007

~_Date: 1997/12/30 Time: 07:28:59
Standard Form 86, Sep. 95

CO-8SUBJECT REPORT

KELSON SSN: 999-11-5555
ROBERT, JOHN Page: 10
1. Current Spouse

KELSO
CHERYL, COATS
DOB 1956/02/02 POB LOUISVILLE, KY

MARRIAGE 1980/12/13 MIDLOTHIAN, VA
Maiden COATS
SSN 231-06-4879 MILLER, CHERYL <:::\
QO Py

1. Personal Information il \;:k//
NO Is your current spouse's address ferent m yours?

NO Has your current spouse, to ygur k ledgs,, \ever used another name
(other than maiden name)? _
Country(ies) of Citizenghip UNITE§§:> \

W)

o

L-23
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UNITED STATES OF AMERICA
Authorization for Release of Information
(Carefully read this authorization to release
information about you, then sign and date it in ink.)

I Authorize any investigator, special agent, or other duly accredited
representative of the authorized Federal agency conducting my background
investigation, to obtain any information relating to my activities from
individuals, schools, residential management agents, employers, criminal
justice agencies, credit bureaus, consumer reporting agencies, collection
agencies, retail business establishments, or other sources of information.
This information may include, but is not limited to, my academic,
residential, achievement, performance, attendance, disciplinary, employment
history, criminal history record information, and financial and credit
information. I authorize the Federal agency conducting my investigation to
disclose the record of my background investigation to the re sting agency
for the purpose of making a determination of suitability igibility for
a security clearance.

I Understand that, for financial or lending insti
institutions, hospitals, health care profess1onal
information, a separate specific release W

requested for information relating Lo ments alth rient or counseling,
the release will contain a list of  fNC questichs, relevant to the
job description, which the do ¥t will be asked.

agent, or other duly

ice of Personnel Management, the
Federal Bureau of Inv gation, epartment of Defense, the Defense
Investigative ServiceeﬁeQp any ot authorized Federal agency, to request

I Further Authorize any investi
accredited represent ve of th

criminal r cﬁr info ivyn\about me from criminal justice agencies for the
purpose o termining gibility for access to classified information
and/or as to, retention in, a sensitive National Security

position, 1 dance~with 5 U.S.C. 9101. I understand that I may request
a copy of such_reégords as may be available to me under the law.

I Authorize custodians of records and other sources of information
pertaining to me to release such information upon request of the
investigator, special agent, or other duly accredited representative of any
Federal agency authorized above regardless of any previous agreement to the
contrary.

I Understand that the information released by records custodians and sources
of information is for official use by the Federal Government only for the
purposes provided in this Standard Form 86, and that it may be redisclosed
by the Government only as authorized by law.

Copies of this authorization that show my signature are valid as the
original release signed by me. This authorization is valid for five (5)
years from the date signed or upon the termination of my affiliation with
the Federal Government, whichever is sooner.

Subject Signature SSN 999-11-5555 Date

L-24
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Authorization for Release of Information (continued)

Name KELSON, ROBERT JOHN
Other Name (s) Used KELSO, CURLEY NMN
Address 6000 C. WILLIAMS AVENUE
RADCLIFF, KY 40160-5000
DOB 1555/10/10 S8N 999-11-5555
Home Phone 502-353-0000

o

(12 Feb 98)
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Offizﬁgugi =6, Valldi?i?n for Security Questionnaire

ersonne anagemeént EPSQ Version 1.2c
REQUEST FOR PERSONNEL SEC. INVESTIGATION Expires: September 30, 1998
Date: 1997/12/30 Time: 07:46:01

VALIDATION REPORT

KELSON » SSN: £899-11-5555
ROBERT, JOHN //% Page: 1
The validation report will review your data for the following\items:

BLANK INFORMATION THAT IS REQUIRED

EPSQ will identify the required information that you ve not pnowided.

DATE GAPS

EPSQ will check the dates between emp en n egide tries for gaps
in dates.

REMARKS

EPSQ will check require e\you have entered comments.

If you have any questio tion report or the required

information, see your seg\

A~ \

s e
No errors fo ing v%ggdat on.

End-of-User-Repfrt




Figure L-7.

LEAVE BLANK

APPLIGANT
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Sample FD Form 258.

TYPE OR PRINT ALL INFORMATION iN BLACK £ LEAVE BLANK
LAST NamE NAM FIRST NAME MIDDLE NAME
KELSON Robert John

SIGNATURE OF PERSON FINGERPRINTED

RESIDENCE OF PERSON FINGERPRINTED

600 C. Williams Avenue
Radeliff, KY 40160

———
CITIZENSHIP m

ALIASES AXA (o)

AKA: Curley liUSDISOOOZ

P O Box 28989

Baltimore, MD 21240-8989
EACE] HGlL | BGL | 65 | HA®

DAL OF BIRTH DOB

16 1% 58~

PLACE OF BIRTH m

DATE SICNATURE OF OFFICIAL TAKING FINGERPRINTS. Us M |w §73" 190] Brn BrnjRichmond, VA
YOURNG. OCA LEAVE BLANK

EMPI.OVERANDADD‘ .

Department of the Army FuNC. FR)

Directorate of Combat Development T Tt TE Ty CLASS

Fort Knox, KY 40121-5000 - Ny

REASON FINGERPRINTED SOCIAL SECURITY NO. -

SSBI 999-11-5555 :

MISCELLANEOUS NO. m _—

2.R. mov“

"\
/

1. R THUMS & s R UTTLE
{ 1 \\ -
l
) :
) 1 o
6.1 THUME 7.1 INDEX 6. 1. MIDDLE 9.1 RING 10 L UTHE
L. THUMB R THUMS
LEFT FOUR FINGERS TAKEN SIMULTANEOQUSLY RIGHT FOUR FINGERS TAKEN SIMULTANEOUSLY

L-27
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Appendix M
Instructions for Completion of DA Form 5247-R

Item 1. Return Results To: All results must be returned to Security
Division, G3/DPTM. Proper mailing address is:

Commandexr

USAARMC & Fort Knox

ATTN: ATZK-PTF-P

Fort Knox, KY 40121-5000

Item 2. Unit Identification Code (UIC). All requests must indicate
Security Division, G3/DPTM's UIC. Proper UIC is: WOUXAA.

Item 3. Supporting Special Security Office (SSO). Enter the SSO's UIC if
the person is to be considered for Sensitive Compartmented Information
(8CI). Proper notation is: SSO KNOX - UIC: W1J138.

Item 4. Social Security Number (SSN). Enter subject's SSN.

Item 5a. Name (LAST, First, Middle Initial). Enter subject's name. The
last name will be entered in CAPITAL letters, followed by first name and
middle initial, for example: SMITH, John J. If no middle name (NMN),
initial only (IO) or no middle initial (NMI), so state.

Full Higpanic and hyphenated names must be indicated (for example,
RIVERA-RIVERA, Juan (NMN)). Also, with Hispanic names, if the individual
is referred only by one of the hyphenated names, enter that name in this
block and then enter the entire hyphenated names as reflected on the birth
certificate of other official documents in Item S5b (Aliases).

Item 5b. Aliases (Former/Maiden name). Indicate all former names, maiden
names, nicknames, names changed by court order, and other names which the
person is or has been known by, to include variant spellings used. If
none, so state.

Item 6a. Date of Birth (Year, month, day). Enter the year, month, and day
of subject's birth. For example, 600707.

Item 6b. Place of Birth (State or Country). Enter subject's place of
birth. If born in the United States, enter state of birth. Do not

abbreviate. If born outside the United States, enter country of birth.

Item 7. Rank. List subject's present rank or grade. For example, SGT or
GS-05.
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Item 8a. MOS. Enter SUBJECT's MOS.
Item 8b. Active Duty Date. Enter the active duty date.

Item 8c.. Unit of Assignment. Enter SUBJECT's unit of assignment.

Item 9. Reason for Request. Check appropriate block(s). If access to a
special program is required, indicate the program. Special access programs
are identified in Section V, Chapter 3, AR 380-67. If a tracer action is

required annotate an "X" in the "Other" block and state "Tracer" beside it.

Item 10. Prior Investigation/Clearance/Sensitive Compartmented Information
Access. Attach a copy of subject's previously granted security clearance
or investigation as documented in the personnel file. For Army-affiliated
personnel, the security clearance is documented on a DA Form 873. When no
security clearance is request the investigation is documented on a DIS Form
1 (DIS Report of NAC/ENTNAC) and DD Form 1879 for military personnel and on
a Certification of Investigation for DOD civilian personnel. (NOTE: Older
investigations pertaining to civilian employees were documented on the
right side of the SF 85 or SF 171. Results of a completed NACI were
annotated '"Results of Investigation Under Section 3(A) of E.O. 10450
Furnished Requesting Agency" or "Processed Under Section 3(A) of E.O.
10450".)

Item 1lla. Citizenship. Check appropriate block. Citizenship must be
verified using one of the acceptable documents identified in AR 380-67,
appendix B and appendix H, this pamphlet. Identify document examined

(i.e., DD Form 1966/5, Item 4lc(l) (birth certificate), Aug 85 edition.
Item 11lb. Spouse Country of birth. Enter Spouse's country of birth.
Item 1lc. Spouse citizenship. Enter Spouse's citizenship.

Item 12. Local Files Checks. For a definition of local files check refer
to paragraph 1-310, AR 380-67. Instructions on how to conduct files checks
are in paragraph 3-7, this pamphlet.

a. Enter the date local record checks were completed. If the checks
were completed on various dates, enter the oldest one.

b. If no unfavorable information is found, no further action is
needed. If unfavorable information is disclosed, obtain a copy (i.e.,
Article 15, MP Report, etc.) and add as

o
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enclosure(s) to your request. If unable to obtain a copy of the
information, summarize all the facts discovered in item 14. When reporting
unfavorable information include answers to the basic interrogatives; who,
what, when, where, why, and how, as well as information concerning date,
place or disposition of a listed arrest. Obtain the information from the
subject when necessary.

¢. If all local records checks were not accomplished, explain in item
15. For example, medical records lost; PMO and Intell checks not conducted
as subject has been in the geographical area for less then 30 days.

Item 13. PFederal Service. Type in subject's beginning date of continuous
Federal Service without a break exceeding 24 months. Be sure to read the
definition of Federal Service as provided in Paragraph 1-103, this
pamphlet. If this block merely reflects the date of last enlistment or
last employment, and does not reflect the combination of active duty, ARNG,

USAR, civilian employment, Federal contractor employment, etc., the
requester may <receive unnecessary instructions to initiate a new
investigation because of the apparent break in service. For ROTC cadets,

enter the date entered ROTC Scholarship Program. This information is
contained in individuals 201 file and OPF, however, there is no record of
continuos federal service for officers. You must query the individual to
obtain the correct federal service date to include all branches of the
service.

Item 14. Enclosures. List all enclosures.

Item 15. Remarks. Use as required to explain or elaborate on other
information provided. Provide sgpecific Jjustification for requested
clearance. In the case of civilian clearance, indicate the position
sensitivity designation, date approved, and the control number assigned by
Security Division. For military personnel, indicate the position number
and personnel security requirement for that position as identified in the
SC3 or SC4 roster.

Item 16. Date. Self-explanatory.

Item 17. Typed Name, Grade, Title, and Autovon No. Type name and grade of

S2/security manager. For title, indicate 82 or security manager, as
appropriate, and include activity designation (i.e., Security Manager,
G3/DPTM). All requests must indicate Security Division, G3/DPTM's Defense

Network Switch (DSN) telephone number, DSN 464-1655/2814.
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ITEM 18. Signature of Security Manager/Authorized Official. Self
explanatory.

A sample DA Form 5247-R is provided at figure M-1.

When submitting the request for a security clearance, original, plus one

copy of the form and all enclosures are required.



Figure M-1

S-A-M-P-L-E

Cl, USAARMC Pam 380-67 (12 Feb

98)

REQUEST FOR SECURITY DETERMINATION

For use of this form, see AR 380-28 and AR 380-67; the proponent agency is Deputy Chief of Staff for Intelligence

1. RETURN RESULTS TO:

CDR, USAARMC
ATTN: ATZK-PTF-P
Fort Knox, KY 40121-5000

2. UNIT IDENTIFICATION CODE

WOUXAA

3. SUPPORTING SPECIAL SECURITY OFFICE
(Sensitive Compartmented Information Only)

4. SOCIAL SECURITY NUMBER Sa. NAME (LAST, First, Middie)

Sb. ALIASES (Former / Maiden name)

012-33-4567 BLACK, Rose Ann Nee: JONES
6a. DATE OF BIRTH (Year, Month, Day) | 6b. PLACE OF BIRTH (State or Country) 7a. RANK 7b. STATUS (See Item 19)
1966 07 07 New York SGT B
8a. MOS 8b. ACTIVE DUTY DATE 8c. UNIT OF ASSIGNMENT
96R 1986 06 03 DFD, Co B USAARMC

9. REASON FOR REQUEST (Check appropriate box(s))

CLEARANCE
D TOP SECRET D PRP/SURETY D scl

10. PRIOR INVESTIGATION/CLEARANCE/SENSITIVE COMPARTMENTED
INFORMATION ACCESS

ATTACHED PROOF/873 OF PRIOR INVESTIGAT!! LEARANCE

SECRET (Check, if applicable)

OTHER (Explain)  Request an Interim Secret

D INTERIM GRANTED CURRENT CLEARANCE No

AP~
411a. INDIVIDUAL'S CITIZENSHIP (Use one of the codes shown below) 116, CITIZENS IP VERIGIED BY \/
(identi miged (See Appel
A=BorninUS B =Born in US Territories A
C = Born abroad of US Parents D = Naturalized/Derived (‘ 85 edi C ertificate)
11c. SPOUSE'S COUNTRY OF BIRTH \ d. SPOUSI RRENT cITIZENSHlP
u.s. u.s.

12. LOCAL FILES CHECKS RAL SERVICE

1 certify that local records checks of personneli¢ecoNds, medical records,
police records and local intelligence files were

tha'. subjact above has been in continuous federat service without a break
ths since

19860603

14. ENCLOSURES

DIS Form 1 (ENTNAC/86(102)

15. REMARKS (If necessarygcon uéov( separate sheet of paper)

Request subject be granted an INTERIM SECRET security clearance. SUBJECT will be working in the 83
Section and will require daily access to classified information up to and including SECRET. No other
properly cleared individual is available on a temporary basis to acomplish the duties required.

16. DATE 17. TYPED NAME, GRADE, TITLE, AND DSN NO.
Joseph R. Waters
971231 SFC, Scty Mgr, DFD, 464-1655/68741

18. SIGNATURE OF SECURITY MANAGER/AUTHORIZED OFFICIAL

19. STATUS CODES

K- CONTRACTOR

L - GENERAL OFFICER
M - ROTC CADET

N - USAMA CADET

8 - ACTIVE ENLISTED

C - ACTIVE OFFICER

D - RESERVE ENLISTED
E - RESERVE OFFICER
F - ARNG ENLISTED

G - ARNG OFFICER

H - DA CIVILIAN

U - FOREIGN NAT EMP

R - CIVILIAN (TEMP/CO-OP)

X - OFFICER CANDIDATE

Z - UNKNOWN

2-DOD CIVILIAN AND ACTIVE RESERVE *
3-DOD CIVILIAN AND INACTIVE RESERVE *
4 -DO0D CHVILIAN AND ARNG *

5 - ACTIVE WARRANT OFFICER

6 - RESERVE WARRANT OFFICER

7 - ARNG WARRANT OFFICER

* FOR STATUS CODES 2, 3, AND 4, PROVIDE 2D UIC
AND/OR UNIT OF ASSIGNMENT IN REMARKS BLOCK

Edition of S
M-5

DA FORM 5247-R, MMM YY

ep 83 is obsolete
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Instructions for Completion of USAARMC Form 1378 (Record of
Personnel Security Clearance/Action)
BLACK, Rose Ann SGT 012-34-5678 15 Apr 94
1. NAME (Last, First, & Middle) 2. GRADE/RANK | 3. sSN 4. DATE

DATE OF BIRTH 6.

7 Jul 66

PLACE OF BIRTH

Utica, NY

7. CITZENSHIP (see reverse side

U.S.

9. DUTY ASSIGNME
& JOB NO.

ORGANIZATION

A-3-16

s3, 3-16

10. CIVILIAN POSITION SENSITIVITY &
CATEGORY/DATE APPROVED BY DSEC

NT, CIVILAN POSITION TITLE

. DEGREE OF SECURITY CLEARANCE/

DATE GRANTED
INTERIM SECRET/14 Apr 94

12. DEGREE OF LOCAL ACCESS 13. DATE OF INITIAL SECURITY BRIEFING/

GRANTED COMPLETION OF SF 312
INTERIM SECRET 15 Apr 94

14

TYPE & DATE OF INVESTIGATION

15. SPECIAL ACCESS/DATE GRANTED (i.e,, NATO, CNWDI, AR 50-5, etc.)

ENTNAC/7 Dec 89 NATO/20 Apr 94
16. RECORDS CHECKS CONDUCTED AND DATE 17. REMARKS
S:ﬁo:::.f??féi:::::::: ;AADr % In geographical area 30 days or less.
FINANCE RECORDS (Optional) .... _NA
PMO RECORDS .........ccevneens NA
MEDICAL RECORDS .............. 1 Apr 94
INTELLIGENCE RECORDS .......... NA

NAME AND TITLE OF SECURITY MANAGER

JOSEPH R, WATERS. SFC, Sc

/52
ty Mgr

})(\Sg‘&\l R \DREes

(Signature)

USAARMC

Form
1 May 80

1378

{Previou:

P3-3660-DPS-KN-Apr 93-25C

Items 1-3, 5 and 6.

agree with
of Clearance
Information.

Item 4.
Item 8.
Item 9.
Item 10.
Civilian Position
Division, G3/DPTM.

Item 11.

information noted on subject’s DA Form 873
and/or Security Determination),

Indicate military unit of assignment,

Information to

Information

RECORD OF PERSONNEL SECURITY CLEARANCE/ACTION
Inteiligence Newsletter 87-1, 20 Feb 87

s editions may be used)

information should
(Certificate
I Basic

Self-explanatory. This

Part

Self-explanatory.

if applicable.

Self-explanatory.

block 1is extracted from
as provided by Security

complete ‘this
Sensitivity Report

is extracted from subject’s DA Form 873, Part

II - Security Clearance.
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Item 12. Indicate the level of access to classified information
subject is authorized. :

Item 13. Self-explanatory.

Item 14. Information is extracted from subject’s DA Form 873, Part
II - Security Clearance

Item 15. 1Indicate type of special access authorized and date.
This includes authorization to perform ADP I, II, or III functions.

Item 16. Indicate date USAARMC Form 1947 completed by servicing
activity. If a records check is not completed, explain in item 17
(i.e. Not in geographic area for more than 30 days).

Item 17. Use this block to clarify any potential personnel
security concerns (i.e., PR not initiated due to retirement within
12 months or PR initiated on 940602, etc.).

Item 18. Must be signed by person authorized to honor existing
certificate of security clearance. Persgon cannot honor his own
certificate of clearance.

The zreverse side of the USAARMC Form 1378 should be used to
document citizenship verification.

CITIZENSHIP VERIFICATION

Documentation in subject's personnel file revealed the following information pertaining to citizenship status:

pocument: _DD Fm 1966/5, item 4lc, Aug 85 edition (birth certificate)
U.8. citizen by birth :in the U.8. _X . U.S8. citizen, but MOT born in U.S. NOT a U.8, citizen

PROOF OF CITIZENSHIP

*NAME (LAST, Pirst Middle): BLACK, Rose Apnn -

*poB (YMD): 660707 *POB (State, County, City):__ Utica, NY
1. Birth Certificate, Certificate Number: M/D/Y 1 d:
Department of Issuance: County, City, State:
2. Citizenship Certificate, Certificate Number: = M/D/Y 1 d:
Department of Issuance: County, City, State:
3. Naturaligation Certificate, Certificate Number:_____________ M/D/Y I d:
Court: County, City, State:

4. State Depactment Form 240 - Report of Birth Abroad of a Citizen of the U.S. M/D/Y Prepared:

5. U.8. Pasaport (Current or Previous). Passport Number: M/D/Y 1 d:
6. DD M _1966/5 - Item 4lc. Edition Date: (Must be Aug 85 or later edition)
pual Citizenship. Is (or was) subject a dual citizen of the U.S. and another country. —(n0) __ (YES)

(Country) (Dual citizenship must be reported to CCF along with an explanation
from subject as to why dual citizenship is maintained.)

Alien. Place entered U.5. (City, State): Date Entered:

Alien Registration Number: Country of ci.tishiy:

*As reflected on document used for citisenship verification.

pate:_7_Apxr 94 Signature of Certifying Official {(Mame/Rank): SR‘ SQSESP\I Q.- \lﬁ"&b}

N-2
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Appendix O
Sample Memorandum Formats for SCI Requests

0-1. Sample memorandum format for SCI Access request.

OFFICE SYMBOL (380-35) DATE
MEMORANDUM FOR G3/DPTM, Security Division, ATTN: ATZK-PTF-S
SUBJECT: Request for SCI Access

1. Request an SCI Access be established.

2. Access administrative data:

a. Organization/Position Title:
b. Access(es): (::::3
d. TUsage (select one): N\\

() Inforeff§o Co cLo

(x) An st/In ligenc ro er
() Pro Cons r
() Resea /Developer
( ) Administrative Support
3. Justification: (example: Intelligence Producer/analyst requires access
on a routine basis in the Technical Control and Processing section of the
ACE. Coordinates with collection management to determine taskings and
devising methods for solving the net structures and command relationships
on intercepted messages) .
4. Point of contact/telephone number:
SIGNATURE BLOCK
Commander/Director

FOR OFFICIAL USE ONLY

0-1
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0-2. Sample memorandum format for SCI nomination request.

OFFICE SYMBOL (380-35) DATE

MEMORANDUM FOR G3/DPTM, Security Division, ATTN: ATZK-PTF-S

SUBJECT: Nomination for Access to Sensitive Compartmented Information
(SCI)

1. The below named individual is nominated for access to SCI:
a. SSN:

b. NAME (LAST, First MI):

c. ALIASES: <::::>

d. DATE AND PLACE OF BIRTH:
e. RANK OR GRADE/STATUS (AD/RD/ARNG) :
f. MOS/UNIT OF ASSIGNMENT: (C::;:H '
g. U.S. CITIZENSHIP VERIE 11 ogieny) :
JwS:QEBABREAK EXCEEDING 24 MONTHS:

h. ACTIVE FEDERAL R VA
i. RESULTS OF C S E DATE COMPLETED (NOTE ANY ADVERSE OR
DERCGATORY INFO ON) :
P

j. DATE SSB LET TE TS GRANTED:

k. DATE AND L ION OF PRIOR SCI ACCESS:

1. SCI ACCESS NUMBER AND TITLE:

m. SPOUSE'S CITIZENSHIP/COUNTRY OF BIRTH:
2. Point of contact/DSN telephone number:

SIGNATURE BLOCK
Security Manager

FOR OFFICIAL USE ONLY
0-2
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0-3. Sample of memorandum format for request for interim SCI/compelling
need
OFFICE SYMBOL (380-35) DATE

MEMORANDUM THRU G3/DPTM, Security Division, ATTN: ATZK-PTF-P
FOR G3/DPTM, Security Division, ATIN: ATZK-PTF-S

SUBJECT: Nomination for Interim SCI/compelling need

1. The below named individual is nominated for interim SCI based on a
compelling need:

a. SSN:
b. NAME (LAST, First MI): y
c. ALIASES:

d. DATE AND PLACE OF BIRTH:
e. RANK OR GRADE/STATUS: <::::S XC}
f. U.S. CITIZENSHIP VE IRD\B dlif ocul £):
e g. RESULTS OF %EE;L LE /P jNO INATION INTERVIEW:
h. ACTIVE F SERVKCE T ITHOUT A BREAK EXCEEDING 24 MONTHS:

i. THE FOLLOW INFO ION IS PROVIDED FROM SUBJECT'S SF FORM 86:

(1) ITEM 10 INDICATES IF SUBJECT HAS IMMEDIATE FAMILY WHO ARE
FOREIGN NATIONALS:

(2) ITEMS 17-42 - INDICATES IF SUBJECT ANSWERED YES TO ANY OF THE
QUESTIONS AND FULLY EXPLAINED EACH YES ANSWER.

j. JUSTIFICATION (if the compelling need is due to the PR not being
submitted on time, the justification will include an explanation as to why
the PR was late.):

FOR OFFICIAL USE ONLY

0-3
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OFFICE SYMBOL
SUBJECT: Request for Interim SCI/Compelling Need

2. Point of contact and telephone number:

SIGNATURE BLOCK
Commander, 0-5 and above

QB



Appendix P

Excerpt Paragraph 3-6, AR 50-5
.3-6. Personnel

security investigations
and clearance
requirements. (see table
3-1)

a. Critical
nuclear duty positions.

(1)
(a)

assigned
for
critical
positions
favorable
3-6a(2) (c))
investigation
gspecial background
investigation (SBI) or
single scope background
investigation (SSBI)
completed within the
past G5-years (the date
completed 1is reflected
in part II of the "Date
Investigation

Completed" block of DA
Form 873, Certificate
of Clearance and/or
Security Determination)
of the assignment and
there must have been no
break in active duty
military service or DOD
employment of more than
2 years since © the
investigation was
completed (para
3-6c(1)) . Once
assigned, 5-year
periodic

reinvestigation (PR)
required by AR 380-67
will be complied with.

Prerequisites.

Personnel

or scheduled
assignment to
nuclear duty
must have a
(para
background
(BI),

the

(b) For initial
assignment and
following completion of
a PR, the certifying
official must review
the results

USAARMC Pamphlet 380-67 (21 Oct 94)

(dossier) of the
investigation (para
3-6a(2)) if the U.S.
Army Central Personnel
Security Clearance
Facility (CCF)
determined that the
investigation revealed
potentially
disqualifying
information. The
certifying official
will make a
determination  of the
individual’s

reliability based on
this review using the

criteria in paragraph

3-11.

(c)
dossier
certifying

Pending

review, the
official may
place an individual
being considered for
assignment . to a
critical nuclear duty
position under
continuing evaluation
and begin
nuclear-related

training. However, the
individual will not be
assigned to a nuclear
duty position until the

dossier is reviewed and
a determination of
reliability is made.

(d) After review
of the dossier and
determination that the
individual is suitable
for assignment to a
critical position, the

certifying official may
assign the individual
to a critical nuclear
duty position.

(e)

The assignment

of individuals
assigned to critical
positions for whom a PR
is requested after the
5-year anniversary of
their PSI will change
to interim certified
pending completion of
the SSBI.

status

(£)
status

The
of

assignment
. individuals
assigned to critical
positions for whom a PR
is submitted before the
5-year anniversary will
not change.

(g} The assignment
status of individuals
who have requested
retirement from active

duty will not change at

the ©5-year interval. A
request for
reinvestigation cannot
be submitted per AR
380-67. These
personnel may be
retained in the PRP
until retirement.

(2) Dossier
review.

(a) Evidence of
potentially
disqualifying
information will be
reflected in part II
(Remarks) of the
computer-generated DA

Form 873 from CCF by
the notation "Dossier
review required for
critical nuclear
duty." When this
notation is present,
CCF will forward the

dossier to the address
in the T'"return results
toll
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block if--

1. : Both "Nuclear
Weapon Position" and
"Other" with the
notation "PRP" /Surety
Required" are checked
in block 6 (Reason for
Investigation) of DD
Form 1879 (Request for
Personnel Security
Investigation); and the
statement "DOD
5200.2-R, para 3-504
applies, the annotation
"Personnel Occupying
Nuclear Weapon
Personnel Reliability
Program (PRP) Pogition"

is present in block 20

(Remarks) or,

2. The "TOP
SECRET" and "PRP
Surety" Dblocks in item
8 (Reason for Request)
are checked and

"Critical Nuclear Duty"
is annotated in item 14

(Remarks) of DA Form
5247-R (Request for
Security
Determination) .

(b) If part III of

the computer generated
DA Form 873 from CCF is

blank, a new DA Form
873 must be requested
by submitting a DA Form
5247-R to CDR, CCF
(PCCF-M) . (Blocks
indicated in preceding
paragraph must be
annotated.) The
certifying official may
assign the individual
to a nuclear duty
position pending
receipt of the new DA
Form 873. Individuals

for whom a DA Form 873

has been locally
prepared per AR 380-67
may also be assigned to
a nuclear duty position
pending receipt of the
CCF computer-generated
DA form 873.

(¢) When a dossier
is devoid of
potentially
disqualifying
information,
notation
Considered"”
in part III
Form 873.

the
"PRP/Surety
will appear
of the DA

(d) When a new DA

873 that is based
completion of a PR
and part

"Dossier

Form
on
is received
ITI states
review required for
critical nuclear duty"
for an individual
currently assigned to a
critical nuclear duty
position, the
certifying ~official
will request and review
potentially
disqualifying
information; however,
assignment to a
critical nuclear duty
position may be
continued pending this

review. - For subsequent
assignments, review of
the same investigative
results within a
current 5-year PSI
interval is not
required.

(e) Units will
normally receive the
dossier within 10

working days of receipt
of the DA Form 873 from
CCF.

(3) Interim
certification.

(a) Interim
certification
assignment to a
critical nuclear duty
position is authorized
pending completion of
either the required
SSBI or PR provided
that--

and

1. The individual
possesses the proper
security clearance.

2. There has been
breaks in active
duty military service
or DOD employment in
excess of 2 years since
completion of the last
PSI (para 3-6c(1)).

no

3. A favorably
completed Entrance
National Agency Check
(ENTNAC) , National
Agency Check (NAC), or
National Agency Check
and Written Inquiries
(NACI) has been
completed within the
past 5-years or a
favorably completed but
outdated BI, SBI, or

SSBI exists.

4. A request for a new

SSBI has been submitted
to Defense
Investigative Service
(DIS). (DD Form 1879
will be filed in MPRJ
per AR 640-10).

5. The other
requirements of the PRP

screening process have

been fulfilled.




(b). Once a new
SSBI is requested,
interim certification
and  assignment to a
critical nuclear duty
position is also
authorized after
receipt of the
favorable results of
the NAC portion of the
SSBI. (Note: Advance
notification of NAC
results must be
requested on DD Form
1879.)

(c¢) Personnel
granted interim
certification are not
permitted to perform
nuclear duties under
the two-person concept
with another
interim-certified
individual.

(d) If a new PSI
is not received within
150 days of the date
the request was sent a
DA Form 5247-R will be
submitted to CDR, CCF,
ATTN: PCCF-MCO, Fort
Meade, MD 20755-5250.
(See AR 380-67 for
guidance on completing
this form.) A copy of
the DD Form 1879
annotated with "Tracer"
and the current date
written diagonally
across the front of the
form may be used
instead of the DA Form
5247-R. The certifying
official will determine
whether to continue or
terminate interim
certification on the
basis of CCF’s reply to
this follow-up.

b. Controlled
nuclear duty positions.
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(1) Prerequisites.

(a) Personnel
agsigned or < scheduled
for assignment to
controlled nuclear duty

positions must have a
favorably completed
ENTNAC or- higher PSI
completed within the
past 5 years of
assignment and there

must have been no break
in active duty military

service or DOD
employment of more than
2 years since the
investigation was
completed. (For
military, the date the
investigation was
completed is reflected
in part 11, "Date
Investigation

Completed.” block of DA
Form 873. For
civilians, this block
reflects the date the
initial PSI (NACI) was
conducted for
employment and security
clearance. The date of
subsequent PSI (NAC)
for PRP purposes will
be reflected in part

III, "Remarks.")

(b) Assignment to
controlled positions is
also authorized when
the PSI was completed
more than 5 years prior
to agssignment 1f the
person has been in a
PRP position (either
critical or controlled
or 1in the chemical PRP)

within the last 5
years. (The 5-year
interval begins at
administrative

termination and ends
when part IV, DA Form
3180-R, Personnel
Screening and

Evaluation Report is
completed.) If the
individual’s records do
not show a previous PRP
assignment and the
certifying official
determines by review of
the individual’s
assignment record and
through personal
interview that the
individual was assigned
to a nuclear PRP orx
chemical PRP duty
position within the
preceding 5-year

period, a new PSI 1is
not required.

(2) Dossier

review. Review of
investigative ' results
based upon an ENTNAC,
NAC, or NACI by the
certifying official is
not required for
personnel being
assigned to controlled
positions. Assignment
to controlled nuclear
duty positions is
authorized for
personnel being
assigned to a

controlled nuclear duty
position pending review
of investigative
results of a SSBI.

(3) Interim
certification.

(a) Interim
certification and
assignment to a
controlled nuclear duty
position is authorized
pending completion of a
new NAC or NACI
provided that-

1. The individual
possesses the proper
security clearance.
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2. There has been
no break in active duty

military service of DOD
employment in excess of
2 years since the last

PSI was completed.

3. A request for a

new NAC or NACI has
been submitted. (The
PRP block in the
"Reason for Request™"
section of DD Form
398-2 (Personnel
Security Questionnaire
(NAC) ) must be
annotated and "PRP PR"
written across the
front of the form.

This indicates that the
request is for a PR for
the PRP.

other
of the PRP
have

4. The
requirements
screening process
been fulfilled.

{b)
granted
certification
permitted to
nuclear duties
the two-person
with
interim-certified
individual.

Personnel
interim
are not
perform
under
concept
another

If PSI results
received within
of the date the
was submitted,

(c)
are not
90 days
request

a DA PForm 5247-R will
be submitted (A copy of
the DD Form 398-2
annotated with "Tracer"
and with the current
date written diagonally
across the front of the
form may be used
instead of the DA Form
5247-R.) The
certifying official
will determine whether
to continue or
terminate interim
certification on the
basis of CCF's reply to
this follow-up.

c. Supplemental

guidance.
(1) Service

academy cadets are
considered the same as
active duty military
when determining break
in service Reservists
on active duty for
training (ADT) and
Reserve Officer
Training Corp (ROTC)
cadets are not
considered to have been
on active duty when
determining break in
service.

(2) Although
requirements for
mandatory review of
investigative files
(dossiers) are

indicated above,
certifying officials
may request that they
be made available for
review whenever the
certifying official
believesg it necessary
(see AR 380-67).

(3) Individuals
assigned to nuclear
duty positions must
have a security
clearance commensurate
with the security
classification of the
information to which
access 1is required by
the position.

ensure that
with MCSs
911A, 55D, or 55G and
Quality Assurance
Specialists-Ammunition
Surveillance (QASAS, GS
1910-series) maintain
PRP eligibility for
worldwide assignment to
critical nuclear duty
positions, SSBIs will
be kept current per AR
380-67, paragraph
3-711, regardless of
whether current duties
require assignment to a
nuclear duty position
or access to TOP SECRET
(TS) /sensitive
compartmented
information
material.

(4) To
personnel

(scI)




Appendix Q

USAARMC

Excerpt Paragraph 3-6, AR 50-6

3-6. Personnel
security
investigations
clearance
reguirements.

and

a. Required PSIs.

(1) The incumbent
of, or the scheduled
replacement for, a
chemical surety duty
position must have
had, as a minimum, a
favorable Entrance
National Agency Check
(ENTNAC) , National

Agency Check (NAC), or
National Agency Check

and written inquiries
(NACI) . For military
and DA civilian
personnel, evidence of
a favorable
investigation is a
security clearance (DA
Form 873 (Certificate
of Clearance and/or
Security
Determination)) issued
by the Central
Clearance Facility
(CCF) . For DA
civilian personnel
when a security
clearance is not
required, an SF 171
(Personal
Qualification
Statement)
over-stamped
"Procegsed under
Section 3(a) E.O.
10450 (date)" by the
Office of Personnel
Management (OPM) NACI
center will serve as
evidence of an
investigation.

(a) When the DA
Form 873 containg the
notation "PRP/surety

considered" in part
III (Remarks) , the
results are devoid of
potentially
disqualifying
information - as

determined by CCF.

(b) 1If
notation is
some
information may
in the file but
NAC is
considered
and the
placed in
without
review
information.

the
lacking,
adverse
exist
the
still
favorable
person may be
the CPRP
having to
the

(2) When
necessary, a candidate
whose favorable PSI is
more than 5 years old
may be assigned on an
interim basis ~ to a
chemical duty position
pending completion of
a new PSI. This is
provided--

(a) The candidate
possesses a security
clearance, 1if required
for the position in
question. ‘

(b) There has
been no break in
active duty military
service or DOD
employment in excess
of 2 vyears since the

PSI was completed

(c¢) A request for
a new PSI has been
digpatched to DIS with

a check in the block
of the DD Form 398-2
(Personnel Security
Questionnaire)

entitled "DPERS
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RELIABILITY PROGRAM"
and the word"CHEMICAL"
typed or printed in
the space immediately
above, after "REASON
FOR REQUEST."

(d) The other
requirements of the
CPRP screening
process have been
fulfilled.

(e) The candidate
is not permitted to
perform chemical
duties under the
two-person concept
with another
interim-certified
individual.

(£) DA
5247-R (Request
Security
Determination) 1is sent
to Commander, CCF,
ATTN: PCCF-MCO, Fort
Meade, MD 20755-5250,
if results of the new
PSI are not received
within 90 days of the
date the request was
sent. On the basis of
the reply received
from CCF, the
certifying official
will determine whether
to continue or
terminate the interim
assignment.

Form
for

b. Review of
investigative files.
Mandatory review of
investigative files
for chemical duty
positions are not
required, even when
the "PRP/Surety
Considered" notation
igs lacking on the DA
Form 873. . However,
commanders and
certifying officials
may request that any
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investigative files be
made available for
their review when they
deem appropriate.
(See AR 380-67.)
c. P8I time
requirements.

(1) A
NACI, or

PSI (NAC,
ENTNAC) must
have been completed
within the 5-year
period immediately
preceding initial
assignment to a
chemical duty
position. If
completed earlier, or
if there has been a
break in active duty
military service or
DOD employment of more
than 2 years since the
PSI was completed, a
new PSI 1is required.
Service as a military
academy cadet, but not
as a ROTC cadet, may
be considered the same
as active duty
military service. For
PSI requirements, DOD
contractor employment
with continuous access
to classified
information under the

Industrial Security
Program may be
considered the same as
DOD employment.
Active duty for
training (ADT) of
.Reservists may not be

considered as active
duty for this purpose.

(2) Additiocnal
PSIs

are not
long as

required as

the member
remains under the
continuing evaluation
aspects of the CPRP.

(3) A new
investigation is
required when there
has been an
intervening assignment
to a non-CPRP position
in excess of & years
without a NAC being
conducted. The 5-year
interval begins at
administrative
termination and ends
when part IV of the DA
Form 3180 (Personnel
Screening and
Evaluation Record) is
completed by the new
certifying official.
Duty 1in a nuclear PRP
position (AR 50-5) is
commensurate with duty
in a chemical PRP
position.

(4) A new
investigation is
required when
significant derogatory
or questionable
information becomes
available that cannot
otherwise be resolved.

the
records do

(5) If
candidate’s

not show previous CPRP
assignment status and
the certifying
official determines by
personal interview
that the individual
was 1in a CPRP (or PRP)
position within the
preceding 5-year

period, a new PSI is
not authorized unless
(4) above applies, or
there has been a break
in active duty
military service or
DOD employment of more
than 2 years since the
last PST was
completed.

(6) A "PRP/Surety
Considered" annotated
on the DA Form 873
does not relieve
certifying officials
of the resgponsibility
to ensure the 5-year
recency requirement is
met.

d. Security

clearance

requirements. An
individual in a
chemical duty position
must have a security
clearance for access
to defense information
commensurate with the
security

clagsification of the
material or
information that he or
she is required to
know or use 1in the
performance of the
official duties of the
position. Nothing in
his chapter will be

used to supersede or
clrcumvent the
policies and
procedures of AR
380-67 concerning the

clearance
for access to
information.

of personnel
such
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Appendix R
Sample Formats for CNWDI Access and Briefing
R-1. Sample memorandum format for request for CNWDI.

OFFICE SYMBOL (380-150) DATE

MEMORANDUM FOR U.S. Army Armor Center, ATTN:
ATZK-PTF-P, Fort Knox, Kentucky 40121-5000

SUBJECT: Request for Critical Nuclear Weapon Design Infelmation (CNWDI)
Certification

1. Request below listed individual be certified CNWDT 3

a. NAME/GRADE:

b. SSAN: %
c. POSITION TITLE: \% \

d. UNIT/ACTIVI@F

Q%EARAN LAST ACCEPTED:

STIGATION:

f. DATE/CO
g. CITIZENSHIP:
h. JUSTIFICATION:

2. Point of contact is , DSN 464-

SIGNATURE BLOCK
Security Manager
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R-2. Sample CNWDI Briefing Certificate

I, the undersigned, have read and understand the following:

a. AR 2380-150, 15 August 1982, Access to and Dissemination of
Restricted Data, requires that personnel requiring access to Critical
Nuclear Weapon Design Information (CNWDI) be certified for access.
Certification is limited to those who have established "NEED TO KNOW" for
CNWDI and a final TOP SECRET or SECRET security clearance.

b. CNWDI is that TOP SECRET or SECRET restricted data that reveals the
theory of separation or design of the components of a thermonuclear or
implosion-type fission bomb, warhead, demclition munitio test device.
Access is limited to a minimum number of personnel.

c. You have been nominated for access t I, rtified by an
appropriate official as having the re ed. D-TO- " for that

category of information, and determin ve Prop te clearance
for access to be granted. Q

d. Access to CNWDI 1 iiti S sibilities as well as
special procedures. These » i graph 10, AR 380-150, and
include special a s/ | didskminatid nd marking requirements. You
should read andAf iarize \ygu yith requirements set forth in AR
380-150, paragr 10. 1§ \parficularly emphasized that CNWDI may be
disseminated onl thos isiddals who have been fully authorized for
access and have a ified\N ",

e. Any qu ions regarding procedures governing access to,
dissemination of, or safeguarding CNWDI should be referred to the
Information Security/Disclosure Branch, Security Division, G3/DPTM,

telephone 4-7186/7172.

(Typed)
(Name of Person Briefed) (SSN) (Signature) (Date)

(Typed Name of Security Manager) (Signature)
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Appendix S
Examples of Reportable Information

INCIDENTS, INFRACTIONS, OFFENSES, CHARGES, CITATIONS, ARRESTS, SUSPICION,
OR ALLEGATIONS OF:

-Disloyalty to the United States.
-Acceptance and maintenance of dual citizenship.

-Criminal or dishonest conduct (i.e., shoplifting, malingering, child
abuse, use of force, violence, use of weapons) .

-Mental or emotional problems or instability.

-Financial problems or unexplained affluence (i.e., bad checks, letters
of indebtedness, bankruptcy, evidence of living beyond the individual's
means

-Drug/alcohol related incidents/abuse (i.e., self or command referral to
drug/alcohol program, DUI/DWI, positive urinalysis, separation UP AR
635-200, chapter 9). Whenever the information is obtained through
urinalysis testing, however, the information is NOT, repeat, NOT
considered to be credible until a review of the positive results has been
conducted by a physician assigned to perform medical review officer (MRO)
functions IAW AR 600-85. Only after receipt of the MRO's findings and
coordination with the local Staff Judge Advocate/Legal Advisor may the
results be reported to CCF and the individual's access suspended.

-Falsification.

-Refusal to answer significant security questions and/or refusal to
submit required periodic reinvestigation.

-Refusal to execute a Nondisclosure Agreement Standard Form 312.

-Sexual misconduct (i.e., indecent exposure, rape, indecent acts with a
minor, window peeping, and adultery).

-Security violations/misconduct in security related areas.

-Foreign connections/vulnerability to blackmail.
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Appendix T
Instructions for Completing DA Form 5248-R

-Acts that indicate poor judgment, irresponsibility, or untrustworthiness
(i.e., AWOL/DRF, Article 15, court martial, driving while privileges are
suspended, separation from U.S. Army UP Chapters 5 (arrest record), 7,
10, 11, 13, 14, & 15, AR 635-200.)

Item 1. Reporting Commander. Proper mailing address is:

Commander

U.S Army Armor Center

ATTN: ATZK-PTF-P

Fort Knox, Kentucky 40121-5000

Item 2. Unit Identification Code. The UIC to which clearance results
will be sent is to be entered in this item. The correct UIC is: WOUXAA.

Item 3. Supporting Special Security Office. Enter the supporting SSO's
UIC if the person has access to Sensitive Compartmented Information

(8CI). Proper notation is: SSO KNOX - W1J138.

Item 4. Social Security Number. Enter the person's Social Security
Number.

Item 5a. Name. LAST name of the person will be entered in CAPITAL
letters, followed by the first name and middle initial. If no middle

name (NMN), initial only (IO), or no middle initial (NMI), so state.

Full Hispanic and hyphenated last names must be indicted, for example
RIVERA-RIVERA, Juan (NMN). Also, with Hispanic names, if the individual
is referred to by only one of the hyphenated names, enter that name in
the "Name" block and then enter the entire hyphenated names as reflected
on the birth certificate in item 5b, "Aliases."

Item 5b. Aliases. Indicate all former names, maiden names, nicknames,
names changed by court order, and other names which the person is or has
been known by, to include variant spellings used. If none, so state.
Item 6a. Date of birth. Enter year, month, and day (i.e., 600707}.
Item 6b. Place of birth. Enter the person's place of birth. If born in

the United States, enter state of birth. Do not abbreviate. If born
outside the United States, enter country of birth.

T-1
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Item 7a. Rank. List the person's present rank or grade. For example,
SGT or GS-05.

Item 7b. Status codes are in Item 18.
Item 8a. Indicate SUBJECT's MOS.

Itme 8b: Place unit of assignment, company and also the directorate if
individual is assigned to a directorate.

Item 9a. Current clearance. Enter level of security clearance annotated
on DA Form 873. If there is no DA Form 873, however, SIDPERS data base
reflects the fact that the individual was granted a security clearance,
enter level of security clearance noted in the data base. If the entry
was based on information reflected in the SIDPERS data base, place an
asterisk preceding the entry (*SECRET) and qualify the fact in item 1lla
(lower portion of block), i.e., *Clearance data obtained from SIDPERS
data base; DA Form 873 not available.

Item ©9b. SCI. Check appropriate block. If the person has been
indoctrinated by the Special Security Office for access to Sensitive
Compartmented Information the "Yes" block should be checked.

Item 9¢. Date granted. Indicate the year, month, and day the security

clearance was granted as noted on the DA Form 873. If DA Form 873 is not
in the MPRJ/OPF indicate "unknown" or "none," as applicable.

Item 9d. Date/type of investigation. Enter the year, month, and day the
investigation was completed as well as the type of investigation as
indicated on the person's DA Form 873 or in SIDPERS data base.

Item 10a. Type of report. Check appropriate block.

Item 10b: List all DA Form 5248-R's previously listed.

Item 11. Unit action taken. Check appropriate block.

a. Attached the original DA Form 873 if collateral access is
formally suspended.

b. If the access was informally suspended, indicate in item 10
"Access not suspended" and in item 11b, indicate informal suspension."

c. If the clearance/access is revoked due to the person being
incarcerated or dropped from the rolls as a deserter, stamp or print

T-2
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across the face of the DA Form 873, "Revoked by authority of Commander,

CCF--deserted (date) " or "Revoked by authority of Commander,
CCF--incarcerated as a result of civil conviction or court-martial
(date) ". (As noted in paragraph 8-201a(6), AR 380-67 the Cdr, CCF may

waive the due process requirements when a person is incarcerated by
military or civilian authorities on conviction of a criminal offense, or

when a person 1is dropped from the rolls as a deserter. In such
instances, the commander must take IMMEDIATE action to withdraw the DA
Form 873. Once the individual has returned to military control, the

provisions of paragraph 8-20la(6) do NOT apply; the security clearance
can be suspended but not revoked.)

Item 12a. Offense/Allegation.

a. Initial Report. Explain in detail the circumstances surrounding
the basis for the report. Provide all amplifying information to enable
an adjudicator to make a thorough and comprehensive security evaluation.
Answer the basic interrogatives.

(1) What? Identify the incident, i.e., Aggravated assault.
(2) When? 2200 hours, 13 February 1994.
(3) Where? Enlisted Club Parking Lot, Fort Knox, KY.

(4) How? Subject stabbed and cut another soldier several times
with a pocket knife.

If a copy of the Military Police Desk Blotter, Military Police or
CID report is provided as an enclosure, you need only to state the
offense and indicate pertinent information is enclosed (i.e., Aggravated
assault. See enclosed MP Desk Blotter # XXX, entry # XXX, dated XXXX for
details) .

b. Follow-up/final zreport. Reference vyour initial DA Form 5248-R
and the date thereof.

Item 12b. Action Taken. Indicate any and all action taken by the
commander or appropriate authorities to resolve the incident (for
example, conducting an inquiry or investigation).

a. If the incident was alcohol or drug related, provide results of
subject's assessment/diagnosis as conducted by an alcohol and drug
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enrollment in an Alcohol and Drug Awareness Education class, counseling
or residential treatment), and success of treatment. If the incident
involves the existence of a suspected or actual psychological problem,
and the subject possesses a security clearance or occupies a sensitive
position, a medical evaluation should be obtained unless subject's
current DA Form 873 is annotated "DOSSIER REVIEW REQUIRED FOR CRITICAL
NUCLEAR DUTY" (reference paragraph 3-8b, this pamphlet). The evaluation
must be completed by competent medical authority (U.S. Military, U.S.
Government employed, or contract psychiatrist (M.D.) and must include a
diagnosis and prognosis of the individual's condition and be of
sufficient scope to enable the evaluator to state whether the condition
represents a possible defect in judgement, reliability, or stability.

b. If the subject does not possess a security clearance indicate in
your initial report an approximate date the action will be completed, if
applicable.

c. Do not repeat information in your follow-up report that was
previously mentioned. Follow-up reports should contain only the current
status of actions which were pending or any additional derogatory
information that might have developed.

d. Final reports must contain complete details describing final
disposition (i.e., Subject was found guilty of aggravated assault.
Punishment imposed: 39 months confinement; reduced to El; forfeiture of
$200.00 per month; and to receive a Bad Conduct Discharge.) A copy of
the Article 15, Court-Martial, etc. should be enclosed. If enclosed, the
narrative as noted above need not be 1listed (i.e., Subject was
administered an Article 15 on 2 March 1993. A copy of the Article 15 is
enclosed) . If the subject is no longer assigned to your unit due to
transfer, PCS, or discharge, etc., so state, and provide a copy of
orders.

Item 12c. Commander's recommendation. If the subject possesses a
security clearance the commander/supervisor must recommend retention,
revocation, or reinstatement of the security clearance and provide his
rational. If the subject does not possess a security clearance annotate
"N/A" in this block.

ITEM 13: REMARKS example (Local access has been suspended and the DA Form
873 is attached). Any additional remarks or information.
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Item 14. Enclosures. Indicate and attach a copy of all investigations
and/or inquires, or final actions; for example, AR 15-6, orders,
court-martial results, etc.

Item 15.: Date. Indicate date prepared.

Item 16. Typed Name, Grade, Title and Autovon Number. Indicate
signature block of person authorized to sign the form. Include vyour
activity designation and the DSN for Security Division, G3/DPTM (DSN
464-1655/6471) .

Item 17. Signature of Security Manager/Authorized Official. Ensure form
is signed by authorized official. Information submitted on DA Form 5248-R
are often used for unfavorable administrative action procedures such as
revocation/denial of security c¢learance, denial of reenlistment,

suspension or removal action, etc.; therefore, it is imperative that all
personnel identifying data, circumstances, and disposition be correct and
complete. DA Forms 5248-R and enclosures must be prepared in duplicate
(original plus one copy). Sample DA Forms 5248-R are provided at figures

T-1 thru T-2.
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S-A-M-P-L-E

REPORT OF UNFAVORABLE INFORMATION FOR SECURITY DETERMINATION

For use of this form, see AR 380-28 and AR 380-67; the proponent agency is Deputy Chief of Staff for Intelligence

1. REPORTING COMMANDER

CDR, USAARMC
ATTN: ATZK-PTF-P
Fort Knox, KY 40121-5000

2. UNIT IDENTIFICATION CODE

WOUXAA
3. SUPPORTING SPECIAL SECURITY OFFICE
{Sensitive Comp d Infor Only)
SSO Knox- W1J138

4. SOCIAL SECURITY NUMBER Sa. NAME (LAST, First, Middle)

123-45-6789 RIVERA, Juan (NMN)

5b. ALIASES (Former / Maiden name)

RIVERA-RIVERA, Juan (NMN)

Ba. DATE OF BIRTH (Year, Month, Day) 6b. PLACE OF 8IRTH (State or Country) 7a. RANK 7b. STATUS (See Item 18)
1960 07 07 Puerto Rico SSG B
8a. MOS 8b. UNIT OF ASSIGNMENT

96B DOIM, Co B USAARMC

9a. CURRENT CLEARANCE

TOP SECRET

9b. SCI (Check appropriate box)

YES D NO

9¢c. DATE GRANTED

930407

9d. DATE/TYPE OF INVESTIGATION

9301/5i3§Bl

40a. TYPE OF REPORT (Check appropriate

box) INITIAL

10b. IF FOLLOW-UP OR FINAL REPORT, LIST DATES OF ALL PREVIOUS DA 5248-R'S

|___J FOLLOW-UP

Fil

11. UNIT ACTION TAKEN (Check appropriate boX(ES))

SCI ACCESS SUSPENDED

COLLATERAL ACCESS
(DA Form 873 Forwarde

ﬁ% D \\ccess NOT SUSPENDED

12. BAS!S OF REPORT (PROVIDE A BRIEF EXPLNATION, ANSWER WHO, WHAT, WH RE ND WHEN,

a. OFFENSE/ALLEGATION

Aggravated assault, 960213, Fort Knox, KY (s

ey MPR

76-97, entry #3 for details).

SM placed in pre-frail gopfinement

CID conducting igv

c. COMMANDER'S RECOMMENDATION

Recommendation will be provided in final report.

13. REMARKS

Local access has been suspended and the DA Form 873 is attached.

14. ENCLOSURES

MPR# 09876-97, DA Form 873

15. DATE 16. TYPED NAME, GRADE, TITLE, AND DSN NO.

Waliace G. Smith, SFC

971031 Security Manager, DOIM, DSN 464-1655/6741

17. SIGNATURE OF SECURITY MANAGER/AUTHORIZED OFFICIAL

18, STATUS CODES
B - ACTIVE ENLISTED
C - ACTIVE OFFICER
D - RESERVE ENLISTED
E - RESERVE OFFICER
F - ARNG ENLISTED
G - ARNG OFFICER
H - DA CIVILIAN

K - CONTRACTOR

L - GENERAL OFFICER

M - ROTC CADET
N - USAMA CADET

R - CIVILIAN (TEMP/CO-OP)
U - FOREIGN NAT EMP
X - OFFICER CANDIDATE

Z - UNKNOWN

2- 00D CIVILIAN AND ACTIVE RESERVE *
3- 00D CIVILIAN AND INACTIVE RESERVE *
4 -DOD CIVILIAN AND ARNG *

§5- ACTIVE WARRANT OFFICER

6 - RESERVE WARRANT OFFICER

7 - ARNG WARRANT OFFICER

* FOR STATUS CODES 2, 3, AND 4, PROVIDE 2D UIC
AND/OR UNIT OF ASSIGNMENT IN REMARKS BLOCK

DA FORM 5248-R, MMM YY

Edition of Sep 83 is obsolete

T-6



Figure T-2 S-A-M-P-L-E

REPORT OF UNFAVORABLE INFORMATION FOR SECURITY DETERMINATION

For use of this form, see AR 380-28 and AR 380-67; the proponent agency is Deputy Chief of Staff for Intelligence
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1. REPORTING COMMANDER 2. UNIT IDENTIFICATION CODE
CDR, USAARMC WOUXAA
ATTN: ATZK-PTF-P
Fort Knox, KY 40121-5000 Y Sarve Compartmantoi oo oo
SSO Knox-W1J138
4. SOCIAL SECURITY NUMBER Sa. NAME (LAST, First, Middle) 5b. ALIASES (Former / Maiden name)
123-45-6789 RIVERA, Juan (NMN) RIVERA-RIVERA, Juan (NMN)
6a. DATE OF BIRTH (Year, Month, Day) 6b. PLACE OF BIRTH (State or Country) 7a. RANK 7b. STATUS (See ltem 18)
1960 07 07 Puerto Rico SSG B

8a. MOS 8b. UNIT OF ASSIGNMENT

96B DOIM, Co B USAARMC

9a. CURRENT CLEARANCE 9b. SCI (Check appropriate box) 9¢c. DATE GRANTED 9d. DATETYPE OF ) ES ATION
TOP SECRET ves [ ] wo 930407 Bl

10a. TYPE OF REPORT (Check a iate box
a. TYPE OF REPORT (Check appropriate box) |:| INITIAL I:l FOLLOW-UP FINAL
10b. IF FOLLOW-UP OR FINAL REPORT, LIST DATES OF ALL PREVIOUS DA 5248-R'S

11. UNIT ACTION TAKEN (Check appropriate boX(ES)) SJ \/
COLLATE] AL CCESS SUSPEND!
SCI ACCESS SUSPENDED Fo rwarded) ACCESS NOT SUSPENDED

12. BASIS OF REPORT (PROVIDE A BRIEF EXPLNATION, ANSWER WHO, RE\ANR WHEN)
a. OFFENSE/ALLEGATION

Reference initial DA Form 524 ated 9710

N

LW

b. ACTION TAKEN/F:N@OM oN
SM was found guilty of aggravated assauit. Punishment imposed:39 months confinement; reducted to E1;
forfeiture of $200.00 per month; and to receive a Bad Conduct Discharge. SM PCS's to US Disciplinary
Barracks, Ft Leavenworth, KS on 980115. No dicharge orders until confinement is completed.

¢c. COMMANDER'S RECOMMENDATION

SM's SCI access and collateral security clearance should be revoked.

13. REMARKS

The DA Form 873 was forwarded on 971031.

14. ENCLOSURES

Results of the General Court Martial, PCS Orders.

15. DATE 16. TYPED NAME, GRADE, TITLE, AND DSN NO. 17. SIGNATURE OF SECURITY MANAGER/AUTHORIZED OFFICIAL

Wallace G. Smith, SFC
971031 Security Manager, DOIM, DSN 464-1655/6741

18. STATUS CODES

B - ACTIVE ENLISTED K - CONTRACTOR Z - UNKNOWN

C- ACTIVE OFFICER L - GENERAL OFFICER 2 - DOD CIVILIAN AND ACTIVE RESERVE *

D - RESERVE ENLISTED M - ROTC CADET 3-DOD CIVILIAN AND INACTIVE RESERVE *
E - RESERVE OFFICER N - USAMA CADET 4-DOD CIVILIAN AND ARNG *

F - ARNG ENLISTED R - CIVILIAN (TEMP/CO-OP) 5 - ACTIVE WARRANT OFFICER

G - ARNG OFFICER U - FOREIGN NAT EMP 6 - RESERVE WARRANT OFFICER

H - DA CIVILIAN X - OFFICER CANDIDATE 7 - ARNG WARRANT OFFICER

* FOR STATUS CODES 2, 3, AND 4, PROVIDE 2D UIC
AND/OR UNIT OF ASSIGNMENT IN REMARKS BLOCK

DA FORM 5248-R, MMM YY Edition of Sep 83 is obsolete

T-7
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Appendix U
Sample Formats When Access to Classified Information is Suspended

U-1. Sample memorandum for removal of DA Form 873 from personnel
file.
OFFICE SYMBOL (380-67) Date
MEMORANDUM FOR Civilian Personnel Office, ATTN: Employment and
Records Branch
or

Gl/Adjutant General, ATTN: Enlisted Recoirds/Officer
Records

SUBJECT: Removal of DA Form 873, Certificate of Clearance and/or
Security Determination, from the Personnel File

1. Reference AR 380-67, paragraph 8-102b.

2. SUBJECT’s DA Form 873 has been removed from his personnel file
and forwarded to the Commander, U.S. Army Central Personnel

Security Clearance Facility (CCF).

3. Point of contact is , 4-

SIGNATURE BLOCK
Security Manager, Unit/Activity
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U-2. Sample memorandum for suspension of access to classified
information.

OFFICE SYMBOL (380-67) Date

MEMORANDUM FOR LAST NAME, First Name, Middle Initial, RANK, SSN,
Unit of Assignment

SUBJECT: Suspension of Access to Classified Information

1. Reference AR 380-67, paragraph 8-102, Department of the Army
Personnel Security Program Regulation.

2. You are hereby notified that your access to classified defense
information has been suspended pending adjudication and a final
security determination by the Commander, U.S. Central Personnel
Security Clearance Facility (CCF). This action is based upon the
following information which raises serious questions as to your
ability or intent to protect classified information:

(Summarize all - unfavorable information used as a basis for the
suspension.)

3. You are directed to acknowledge receipt of this memorandum by
signing and dating the enclosed formatted response.

4. You will be notified as expeditiously as possible of CCF'’s
final determination.

5. Point of contact:

AUTHORITY LINE: &

Encl SIGNATURE BLOCK
Cdr/S2/Scty Mgr

FOR OFFICIAL USE ONLY
This document contains information EXEMPT
from mandatory disclosure under the FOIA.
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OFFICE SYMBOL (380-67) Date

MEMORANDUM FOR S2, UNIT DESIGNATION

SUBJECT: Receipt of Acknowledgment

1. I, (Print full name and SSN), acknowledge that I have been
informed in writing that my access to classified defense
information was suspended and the basis thereof.

2. I understand that I am not authorized any access to classified
defense information unless notified by my commander or S2/security
manage that a favorable determination was made by the Cdr, CCF.

RANK/SIGNATURE DATE

CF:
G3/DPTM, ATTN: ATZK-PTF-P
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Appendix V

Sample Statement of Rebuttal Guidelines

V-1

1. The following guidelines are provided for use in preparing

your statement of rebuttal:

a. Explain, rebut, refute, or mitigate each incident or
issue raised in CCF's letter of dintent (LOI). Provide all
relevant and extenuating circumstances surrounding the incident
to include conditions which directly or significantly contributed
to your conduct (such as divorce action, death in family, severe
provocation, immaturity due to your age at the tie of the
incident).

b. Be specific, provide substantiating documentation, if
available (i.e., receipts, medical reports, court files,
character testimonies, etc.), and write your statement so as to
portray your conduct in a more favorable light. Appendix I to AR
380-67 indicates <various circumstances which may mitigate
disqualifying information. It would be to your advantage to
familiarize yourself with the mitigating factors and mention all
factors in your statement of rebuttal which apply.

c. Provide information that would attest to your loyalty,
reliability, and trustworthiness. Back this up with letters of
recommendations from employers, supervisors, friends, etc.
Letters of recommendations should indicate how long the
individual has known you; what type of person you are; whether
they feel you are trustworthy and responsible enough to be
entrusted with classified information.

d. Describe all actions you have taken to change your
conduct or behavior. Include a perscnal assurance that you will
not involve yourself in the future in any action that could cast
doubt on your loyalty, reliability, or trustworthiness.

2. This proposed action should not be treated lightly. An
unfavorable determination could have very serious repercussions.
You may seek legal assistance, however, any cost incurred would
be at your own expense. Military personnel may seek advice from
Legal Assistance Office, Staff Judge Advocate (4-2771).

3. You have 50 days from the date of acknowledgment to submit
your rebuttal to the Security Division, G3/Directorate of Plans,

Training and Mobilization. This will allow 10 extra days to
ensure the action is received at CCF within the 60 day suspense
period they assigned. Should vyou decide not to submit a

statement of rebuttal, please notify your unit security manager
immediately.
v-1
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4, Your statement of rebuttal must be signed by you and endorsed
by your chain of command. Your commander must recommend whether
your security clearance should be denied, revoked, or restored
and provide his rationale, addressing the issues outlined in the
LOI. Any response that does not include your commander’s
recommendation will be returned. If you have engaged an attorney
for legal advice and assistance, it 1s still your responsibility
for preparation, signing, and submitting your statement to your
company commander, Your statement should be turned in to your
company commander for comments within approximately 43 days of
receipt of acknowledgment. It is to your advantage to keep a
copy of all correspondence you have prepared and received
pertaining to your LOI.

5. If you require an extension of the suspense date contact your
unit security manager. Be prepared to provide justification for
the extension and an expected completion date.

6. If you need any assistance feel free to contact

, your unit security manager, 4- , Or any
representative of the Personnel Security Branch, G3/Directorate
of Plans, Training, and Mobilization, 4-1655/6741.

7. A sample format is attached.
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S-A-M-P-L-E

OFFICE SYMBOL (380-67a) Date

MEMORANDUM THRU

Commander, (your unit of assignment
Commander, (battalion designation)
Commander, (brigade designation)

Commander, U.S. Army Armor Center and Fort Knox, AT?ﬁijggéK—PTF—P
Fort Knox, Kentucky 40121-5000 {

FOR Commander, U.S. Army Central Personn Sec Cle nce

Facility, ATTN: PCCF-A, Fort g . M MarylaRd
20755-5250

SUBJECT: Statement of Rehutha Inditete \bha ST NAME, First

name, Middle initial p tcis

Assignment (::)

1. Referencgw\ﬁgforan ’ CF, PCCF-A (date of memorandum),
e\a ;

3 curity Number, Unit of
subject: (typ appea in memorandum) .

2. Start your orandum by addressing each issue raised in
CCF’'s LOCI.

a.

b. etc.

3. Finalize your action by explaining your rationale as to why
you should be allowed to retain or be granted a security
clearance.

(Signature)
Encls SIGNATURE BLOCK
1. 1list enclosures RANK

2. etc.

FOR OFFICIAL USE ONLY
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Appendix W
Report of Foreign Travel, TRADOC Form 227-R

- REPORT OF FOREIG
{MOLALIS-S, 11Q 1RADOC, 20 SEP .2 stﬁu: IQPL'!}&YFE&REIGN IRAVEL)

PRIVACY ACT STATEMENT -
TS FORM CONTAINS PRIVACY ACT DATA. AULHQRITY: 10 U.S. CODE 3012, PURPOSE: o of

and to assist us |n gatheting Infotmbtion fro: you duting yout debriefing that III'LQ nd OI' i "°"l’ o youy b0 your loreign trevel plany;
omdossuist s in gathering Informition from you dy willbe conducted within 15 days aftar your cetuin, ROUTINE St el be
information may result In an '("’0'389050':!:1?:"3@:011'1‘; a‘\t:l?)'v:' ORVOLUNIARY INFORMATION: l;vu?hlovmullon 8 voluntary Feilure to provide his

NAME/GRADE SSN UNIT/ACTIVITY

IN ACCORDANCE Wi An 380-67, PERSONNEL SECUIIT Y PROGRAM, DATED SEP 88, MY f OREIGN TRAVEL PLANS ARE AS 1 OLLOWS:
copmnv 10 BE VISITED: DAILS (FROM - 10): MODE OF IRAVEL

rURFOSE Of MY VISt :

CONIACI PERSON(S) AL MY DESTINATION(S) ARE AS [ OLLOWS:
NAME ADDRESS TELEPHONE NUMBER

TOREIGN 1RAVEL BRIEFING CONDUCIED {if APPLICABLE)
DATE Y (include Name and title)

1448 INF MA 1ON SUBMITTED ABQVE IS TIIUE AND CORREGT 10 1HE PEST OF MY KNOWLEDGE. TUNDERSIAND 11IAT YMUST REPORTTOR A TRAVEL,
s:c'unnvv"om'ugn g wnbm 18 b?\vs ARTER MY RETURN IF TRAVEL IS 10 OR THROUGH A DESIGNATED COUNTRY.

SIGNATURE DATE
WIINT $S DALF
1MADOC ronm 227-R, SEP 89 CITTA
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P05 IRAVEL BRIEFING

N ACCONDANCE WiTH AN 380.67, PEASONNEL SECURI ¥ PROG AM, DATED SEP B8, 1HIE FOLLOWING INFOAMA T1ON IS PROVIDED IN REI ATION 10
_ U IHAVEL PERTORMED ,a&' nzconmnéu e %om Of 1S Ponah )
73] *‘.u-'. |
Y WERE YOU SUBIECTED 10 QUESHONS REGARDING YOUR DUTIES}
7 WAREYOU RFQUESIED 1O PROVIDE ANY MILITARY INFORMA TION?
) nv;‘u‘n,rk\;?u IHREATENLD, COERTED, OR PRESSURED IN ANY WAY 10 COOPERATE Witl) A tOREIGN INTELLIGE NCE
L] DIV YOUIIAVE ANY CONTACT WITIH PERSONS WIHOM YOU KNOW ORSUSPECIED OF BEING A MENMDEROF A YOREIGN
INTELHIGENCE DR SECURITY SERVICE?
5 DI YOU COME IN CONTACT WItIC ANY LORBIGN MILITARY O POLICE ORGANIZA 1HONS?
6 DID YOU COME INCONTACT Wit ANY DESIGNATED COUNTRY O FICIALS Y
7 DI ANVONE $110W UNDUE RNOWLEDGE O CURIOSITY ARDUY YOU?
8, DIDANYONE ATTEMPE £O OREAIN CLASSIEIED O UNCEASSH It INFORMATION { ROM YOU?
9 DIDANYONE ATTEMP D 1D ESTABLISI ANY 1YPE OF 1 RIENDSHIP OR SOCIAL OR BUSINESS RELA TIONSIHP WITH YOU 1A T
YOU WOULD CONSIDER DUTSIDE H1IE RANGE OFf NORMAL OF £ ICIAL DUNES?
10 1O YOU HAVE ANY F U1 INE ORMA HON IN REGARDS 1O YOUR TRAVEL THAT YOU TELL SHOULD BE REPORTED?
1110 YOU ANSWERS vi § 1O ANy OF 111k ANOVE QUESTIONS, HAVE YOU REPORTED THIE INTIDENT(S) 1O ANYONE?
12 1L INCIDENT WAS ACHvItY INDIVIDUAL 'S NAME DATE REPORITD
npPORIIn (O
ADDINONAL SPACE FORCOMMENTS
AGNAIUNE . hAtE
WIINT $S DATE
"2 Rix11
TRADOC FORM 2271, SEP B9
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SECURITY TERMINATION STATEMENT DATE -
For use of this form, see AR 380-5; proponent sgency Is OACSI. l\\m q"

PART | - BASIC INFORMATION

FROM (Originating Headquarters)
HQ 152d Armored Brigade, Fort Knox, KY 40121

NAME (Last, first, middle inittal) GRADE (Mil or Civ) [SOCIAL SECURITY NUMBER
WILSON, James R, CPT 004-~87-9024

PART 1l - REFERENCES

A. APPLICABLE TO ALL PERSONNEL WHO HAVE HAD ACCESS TO DEFENSE INFORMATION:

(1) ESPIONAGE LAWS: TITLE 18, U.S. CODE, SECTIONS 793, 794 AND 798 (*‘temporary {on of Section 794")
(2) INTERNAL SECURITY LAWS: TITLE 50, U.S, CODE, SECTION 783,

(3) DOD REGULATION 5200.1-R, AR 380-6.

8. ADDITIONALLY APPLICABLE TO PERSONNEL. WHO HAVE HAD ACCESS TO RESTRICTED DATA:
(1) ATOMIC ENERGY ACT OF 1964: TITLE 42, U.S. CODE, SECTIONS 2014, 21682, 2274, 2278, 2276 AND 2277.
{(2) AR 380-150.

C. OTHER (Specily)

PART It - SECURITY TERMINATION AND DEBRIEFING STATEMENT

1. I acknowledge that I havé read the applicable material for the level of classified information to which I have had and I understand that
the revelation of classified information to an unauthorized person or agency is prohibited and punishable by law. My initisis below attest to the
level of access which 1 have had and to the applicable material, as identified in References, which 1 have read.

INITIALS EXTENT OF ACCESS

m s.{ TOP SECRET JSECRET - CONFIDENTIAL defense information (Reference ).
;m b. RE =1ED DATA (Reference b). CNWDI

e. Other (Specify)

2. I do not have classified material or documents in my possession.
8. 1 will not divulge classified information orally, in writing, ot by any other means, to an unauthorized person or agency.

4. 1 will immediately report to the Federal Bureau of Investigation, my superior/commander, or other military suthority, as appropriate, any
atiempt by an unauthorized or to obtain classified information. .

5. 1received an oral debriefing, immediately prior to the execution (Le., signature) of this Security Termination Statement.

DISTRIBUTION: SIGNATURE
FIELD 201 FILE (Military)

LOCAL SECURITY FILE :Q[’mg Q. (\“‘Qm

DA , Z(E):n’n’ 2962 EDITION OF 1 JAN 71 MAY BE USED.

X-1
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OUTLINE OF GENERAL CONTENT ORAL SECURITY DEBRIEFING

(Part of Security Termination Statement)

1. PURPOSE OF DEBRIEFING. a. To establish that the individual does in fact understand the implications,
to national security, and to him/her self, of the statutes and regulations which he/she has read.

b. To emphasize to the individual that he/she was afforded access to classified information solely because
of hig/her “need-to-know” in the performance of official duties; that this information was entrusted, as well as
officially charged to him/her; and that his/her impending separation, in no way lessens his/her responsibilities -
and liabilities - for ensuring that the classified knowledge acquired is not divulged in any manner to an unauthorized
person or agency.

2. SERIOUS NATURE OF THE SUBJECT MATTER WHICH REQUIRES PROTECTION. 'Emphasize to the
individual that classified information is defined and described in the pertinent statutes and regulations which lie/she
has read. As an illustration, cite the fact that SECRET defense information i¢ “information or material the un-
authorized disclosure of which COULD RESULT IN SERIOUS DAMAGE TO THE NATION". Where the in-
dividual has had access to TOP SECRET, RESTRICTED DATA, compartmented information, cite the specific
definition(s) and description(s) and emphasize that such material is even more serious in nature.

3. NEED FOR CAUTION AND DISCRETION. a. Emphasize to the individual that the responsibility is
HIS/HER'’s to specifically establish that a person or agency requesting any classified information is officially
authorized (NEED-TO-KNOW) that information; that if he/she is leaving the service (includes civilian employees),

_ abeolutely no other person or agency is authorized the classified information.

b. Emphasize to the individual that the mere fact that he/she reads a news article which appears to contain
classified information in no way authorizes him/her to confirm or deny the item. Explain that good *“‘guesses’
frequently are reflected by the news media, but bad *‘guesses” and incorrect information also are included.

¢. Caution the individual that history records a number of cases involving unauthorized disclosures in clubs
and at social gatherings which have been reported and which resulted in punitive action.

4, SUMMARY. Specifically ask the individual if he understands what he/she has read and what he/she is about
to sign. Based on his/her response (and questions he/she may raise) re-emphasize the content of the Security
Termination Statement.

#U.S. Government Printing Office: 1988-201-424/80369

X=2
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Appendix Y

How to Regquest an Investigative File Through the Freedom of
Information/Privacy Act

1. CCF is not a files repository. Once a security clearance determination
is made the case file is destroyed. If there are documents CCF wants to
retain, such as derogatory information, rebuttals, wavier packets, etc., it
is sent to the Army Investigative Records Repository (AIRR).

2. The Freedom of Information/Privacy Act allows an individual access to
his investigative file(s). If an individual wants a copy of his AIRR
dossier, he must forward a letter per instructions provided in paragraph 9-
201b(2), AR 380-67 to:

Freedom of Information and Privacy
Office Central Security Facility
Central Security Facility

4552 Pike Road

Fort George G. Meade, MD 20755-5995

3. If an individual wants a Defense Investigative Service (DIS) dossier,
he can either submit the request on DIS Form 30, Request for Notification
of Access to Personal Records (copy of the form is provided at figure Y-1)
or send a letter with full name, maiden name and other names used or known
by, social security number, date and place of birth, and status (U.S.
Army/DA civilian). Note that in either case, the individual must have his
signature notarized by a commissioned officer or another notary. Without a
notarized signature, DIS will not act on the request. Send the request to:

Defense Investigative Service
Personnel Investigations Center
P.0. Box 1211

ATTN: DO0020

Baltimore, MD 21203-1211

4. If an individual is due a PR and cannot find a copy of his prior DD
Form 398, he may request that form only be reproduced from his file and
sent to him. Turn around time on the request varies. Average time to
review and send a copy of the entire file is approximately 60 days; average
time for only a copy of the DD Form 398 is approximately 2 weeks. When
requesting dossiers, the individual must provide a complete mailing address
so the agencies know where to send the information.
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Appendix Y

5. If unsure of what dossiers exist, an individual may submit a privacy
act request to either DIS or INSCOM requesting all available security and
investigative £files pertaining to him. Whatever agency receives the
request will forward the dossier they hold and notify other DOD agencies of
the individual's request. A time sensitive request can be faxed provided
the original letter is subsequently sent in the mail. The fax number for
the US Army Intelligence and Security Command is DSN 923-2956; Defense
Investigative Service is commercial (410) 631-0159 or (410) 633-2103.



